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“Aspects _an"d _EXcepti'ohs

Researchers have studied exception handling
as a crosscutting concern

Lippert and Lopez (ICSE "00)
Castor et.al. (SIGSOFT ’06, ICSM '07, SPE ’09)

Coelho et.al. ( PLoP '08, ECOOP ’08)
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..-..‘-Cénfusithith Exc':':e_p.tions and Aspects -

o Co el o

iclass A {
| public void foo() {
. Integer configValue;
try {

configValue = getConfig();
.} catch(Exception ex) {
| configValue = DEFAULT; }}}

Plelad’ -



* . .

..'-.,‘-Cc)'r.\fusiohWith Exc’:"_ep.tions ahd Aspects.'- -

aspect Logging {
Object around) : call(Integer getConfig()){
log.append(“getConfig’’);
return proceed();}}

o Co el o

iclass A {
| public void foo() {
. Integer configValue;
try {

configValue = getConfig();
.} catch(Exception ex) {
| configValue = DEFAULT: }}}
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Confusion with Exception-Handling Aspects

aspect Logging {

Object around() : call(Integer getConfig())

{ log.append("getConfig");
return proceed();}}

i class A { ’
I public void foo() { 4
. Integer configValue;
try | ;
configValue = getConfig(); }
¥ ]} catch(Exception ex) { ;
?{; configValue = DEFAULT;
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Confysion with Exception-Handling Aspects

i class A { ’
I public void foo() { 4
. Integer configValue;
try { }
configValue = getConfig(); }
¥ ]} catch(Exception ex) { ;
i configValue = DEFAULT;

aspect Logging {
Object around() : call(integer getConfig())
{ log.append("getConfig");
return proceed();}}

foo()
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Confysion with Exception-Handling Aspects

i class A
} public void foo() {
i Integer configValue;
P .oy { ;
! configValue = getConfig(); §

aspect Logging { «

Object around() : call(Integer getConfig())
{ log.append("getConfig");
return proceed();}}

} catch(Exception ex) {

| _ configValue = DEFAULT, J) |

foO()
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Confysion with Exception-Handling Aspects

i class A |
I public void foo() {

i Integer configValue;
{ v { i
¥ configValue = getConfig(); }
¥ ] catch(Exception ex) { ;
!  configValue = DEFAULT;

aspect Logging {
Object around() : call(integer getConfig())
{ log.append("getConfig");
return proceed();}}

handler

SR

00()
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Confysion with Exception-Handling Aspects

i class A { |
! public void foo() { 4
i Integer configValue; i
' try | ( S

' configValue = getConfig(); ;.‘

aspect Logging {
Object around() : call(integer getConfig())
{ log.append("getConfig");
return proceed();}}

} |} catch(Exception ex)
| GommgValue = DEFAULT

handler

SR

00()
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Confysion with Exception-Handling Aspects

i class A ’
} public void foo() { ,
i Integer configValue; i
¥ configValue = getConfig();| §
} |} catch(Exception ex) { §
i configvalue = DEFAULT;

aspect Logging {
Object around() : call(integer getConfig())
{ log.append("getConfig");
return proceed();}}

handler

R}

00() getConfig()
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Confysion with Exception-Handling Aspects

i class A ’
} public void foo() { ,
i Integer configValue; {
¥ configValue = getConfig();| §
} |} catch(Exception ex) { §
i configvalue = DEFAULT;

aspect Logging {
Object around)) : call(Integer getConfig())
{ log.append("getConfig");
return proceed();}}

handler advice

R ——

00() getConfig()
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Confysion with Exception-Handling Aspects

i class A ’
} public void foo() { ,
i Integer configValue; {
¥ configValue = getConfig();| §
} |} catch(Exception ex) { §
i configvalue = DEFAULT;

aspect Logging {
Object around)) : call(Integer getConfig())
{ log.append("getConfig");
return proceed();;;

handler advice

R ——

00() getConfig()
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‘Gonfiston Wit Exceftion- Harkling Acpécts

iclass A { ’
I public void foo() {

i Integer configValue;

: ConﬂQVaIue = etConﬂ-
i) catch(Exoeptlon ex) { t
!  configvalue = DEFAULT; }}} §

aspect Logging {
Object around() CaII(Integer getConfig())

returnproceed} S

handler advice

DR —

00() getConfig()
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 class A ,

aspect Logging {

I public void foo() {
Object around() CaII(Integer getConfig()) .

Integer configValue;

'I.

K

: L
[ 4]

B

returnproceed} S

ConﬂQVaIue ._‘,:_\

: ) catch(Exceptlon ex) { ¢
| Goigualu = DEFAULT, )

handler advice

_f’_l—_'.__'—(z//\f_’

00() getConfig()

NullPointer

—xception
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 class A ,

aspect Logging {
Object around() CaII(Integer getConfig())

returnproceed} S

} public void foo() {
. Integer configValue;

'I.

K

: L
[ 4]

B

ConﬂQVaIue ._‘,:_\

: ) catch(Exceptlon ex) { ¢
| Goigualu = DEFAULT, )

handler advice

foo() getConfig()

Null

Pointer

—xception
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‘Gonfiston Wit Exceftion- Harkling Acpécts

iclass A { |
I public void foo() {
i Integer configValue;

i1 configvalue = getConfig(); | §

aspect Logging {
Object around() CaII(Integer getConfig())

ii ) catch(Excephon ex) { {
\l__oonfigValue = DEFAULT; }} |

advice

foo() getConfig()

NullPointerException
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Confusion with Exception-Handling Aspects

Aspect exception was
handled as a base
exception
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‘-C¢nfusionWith Exd_e_ptions and Aspects -

i class A
! public void foo() {
Integer configValue;
try {

configValue = getConfig();
} |} catch(Exception ex) {
¥ configValue = DEFAULT:
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..'-.,"Cc)’r)fusiohWith Exc':O:e_p.tions énd Aspecté -

aspect Logging {
Object around() : call(integer getConfig()){
try {
log.append("getConfig"');
return proceed();
} catch (Exception ex) { System.exit(-1); }}}

i class A
! public void foo() {
Integer configValue;
try {

configValue = getConfig();
} |} catch(Exception ex) {
¥ configValue = DEFAULT:
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Confusion with Exception-Handling Aspects

i class A
¢ public void foo() {
Integer configValue;
try { 3
configValue = getGonfig(); }
¥ ) catch(Exception ex) { i
!  configValue = DEFAULT;

aspect Logging {
Object around() : call(integer getConfig(){

try {
log.append("getConfig");
return proceed();

} catch (Exception ex) {
System.exit(-1);

3

P e g po g == i NP T T g 5577
B i T S 2o el o fe e e e e I R P O O 2
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Confysion with Exception-Handling Aspects

i class A
¢ public void foo() {
Integer configValue;
try { 3
configValue = getGonfig(); }
¥ ) catch(Exception ex) { i
!  configValue = DEFAULT;

aspect Logging {
Object around() : call(Integer getConfig()){

try |
log.append("getConfig'");
return proceed);

} catch (Exception ex) {
System.exit(-1);

)

P e g po g == i NP T T g 5577
I S RN S e i R p ey,
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Confysion with Exception-Handling Aspects

i class A
{ public void foo() {
i Integer configValue;
PRUA i
¥ configValue = getGonfig(); }
¥ ) catch(Exception ex) { i
!  configValue = DEFAULT;

aspect Logging {
Object around() : call(Integer getConfig()){

try |
log.append("getConfig'");
return proceed);

} catch (Exception ex) {
System.exit(-1);

)

P e g po g == i NP T T g 5577
I S RN S e i R p ey,
-7 TLIRET VE Rt o e . < oz > 0
{ [/

v
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Confysion with Exception-Handling Aspects

i class A
{ public void foo() {
i Integer configValue;
PRUA i
¥ configValue = getGonfig(); }
¥ ) catch(Exception ex) { i
!  configValue = DEFAULT;

aspect Logging {
Object around() : call(Integer getConfig()){

try |
log.append("getConfig'");
return proceed);

} catch (Exception ex) {
System.exit(-1);

)

P e g po g == i NP T T g 5577
I S RN S e i R p ey,
-7 TLIRET VE Rt o e . < oz > 0
{ [/

v

handler

T

00()
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Confysion with Exception-Handling Aspects

aspect Logging {
Object around() : call(Integer getConfig()){

try |
log.append("getConfig'");
return proceed);

} catch (Exception ex) {
System.exit(-1);

)

i class A |
{ public void foo() {

i Integer configValue;
{ oy i %_
¥ configvValue = getConfig(); }

i} catch(Exception ex) {
t  configValue = DEFAULT;

handler

T e——

00() getConfig()
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Confysion with Exception-Handling Aspects

i class A |
{ public void foo() {

i Integer configValue;
{ oy i %_
¥ configValue = getGonfig(); }
¥ ) catch(Exception ex) { i
!  configValue = DEFAULT;

aspect Logging {
Object around() : call(integer getConfig()){
try {
log.append("getConfig"");
return proceed);
} catch (Exception ex) {
System.exit(-1);

gl
H ST

handler advice

—ff—ﬂ%—%——»

00|) getConfig()
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Confysion with Exception-Handling Aspects

i class A |
{ public void foo() {

i Integer configValue;
{ oy i %_
¥ configValue = getGonfig(); }
¥ ) catch(Exception ex) { i
!  configValue = DEFAULT;

aspect Logging {
Object around() : call(integer getConfig()){
try {
log.append("getConfig"");
return proceed);
} catch (Exception ex) {
System.exit(-1);

gl
H ST

handler advice

—ff—ﬂ%—%——»

00|) getConfig()
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aspect Logging {
Object around() : call(integer getConfig()){

try {

log.append(“getConfig");
return proceed);

} catch (Exception ex) {
System.exit(-1);

1)

handler advice

|ass i it s s
} public void foo()

[ty |

| configvalue = DEFAULT.

Integer configValue;

configValue = getConfig); |
} catch(Exception ex) ]

e e

00()

getConfig()

handler
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Confysion with Exception-Handling Aspects

aspect Logging { iclass A { |

Object around() : call(integer getConfig()){ I public void foo() { ,
try { i Integer configValue;

log.append("getConfig""); ' try { | L

return proceed(); ConflgVaIue = get __o'o’f g

} catch (Exception ex) { } ) catch(Exceptionex) {

System.exit(-1): {  configValue = DEFAULT; }}} §

handler advice

OO0 etConfi
O ° 0 LA file not found

exception
Plelad’ -
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Confysion with Exception-Handling Aspects

aspect Logging { iclass A { |

Object around() : call(integer getConfig()){ I public void foo() { ,
try { i Integer configValue;

log.append("getConfig""); ' try { | L

return proceed(); ConflgVaIue = get __o'o’f g

} catch (Exception ex) { } ) catch(Exceptionex) {

System.exit(-1): {  configValue = DEFAULT; }}} §

handler advice

ﬁ__l_’_.__F

00() getConfig() handler

file not found
exception
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Confysion with Exception-Handling Aspects

aspect Logging { iclass A { |

Object around() : call(integer getConfig()){ I public void foo() { ,
try { i Integer configValue;

log.append("getConfig""); ' try { | L

return proceed(); ConflgVaIue = get __o'o’f g

} catch (Exception ex) { } ) catch(Exceptionex) {

System.exit(-1): {  configValue = DEFAULT; }}} §

handler advice

ﬁ__l_’_.__F

00() getConfig() handler

file not found
exception
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‘Gonfiston Wit Exceftion- Harkling Acpécts

} public void foo() {
Integer configValue;

aspect Logging {
Object around)) : call(Integer getConfig()){
try {
log.append(*getConfig");
return proceed();
} catch (Exception ex) { I
SyStEM.EXIt(-1); L s

} catch(ExcepUn - '
1 configvalue = DEFAULT; }}} }

f I etConfig()

00
O g hanaier file not found

exception
Pleiad’ -



Confusion with Exception-Handling Aspects

Base exception was
handled as an aspect
exception
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; : :EXCéP'tiO'r_I Cor'iﬂ_ation Problem .

.
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; : :Excép'tidn COﬁf!ation Pi‘oblem e

.

Exception handling mechanism merges aspect and
base handlers and exceptions in a flat control flow
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; : :Excép'tidn COﬁf!ation Pi‘oblem e

.

Exception handling mechanism merges aspect and
base handlers and exceptions in a flat control flow

Based on Coelho et.al. bug patterns (

D

O

 '08)
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; ‘. Exception COﬁf!ation Pi‘oblem e

.

Exception handling mechanism merges aspect and
base handlers and exceptions in a flat control flow

Based on Coelho et.al. bug patterns (

base exception/aspect handler

D

O

 '08)
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; '. :EXCéP'tiO.n Cor'iﬂation Pi‘oblem

.

Exception handling mechanism merges aspect and
base handlers and exceptions in a flat control flow

Based on Coelho et.al. bug patterns (PLoP '08)

base exception/aspect handler aspect exception/base handler
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; '. Exception Cor'iﬂation Pi‘oblem

.

Exception handling mechanism merges aspect and
base handlers and exceptions in a flat control flow

Based on Coelho et.al. bug patterns (PLoP '08)

base exception/aspect handler aspect exception/base handler

Inadvertent execution of unintended handlers
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; '. :EXCéP'tidn Coﬁﬂation Pi‘ObI‘em

.

Exception handling mechanism merges aspect and
base handlers and exceptions in a flat control flow

Based on Coelho et.al. bug patterns (

 '08)

base exception/aspect handler aspect exception/base handler

Inadvertent execution of unintended handlers

Programmers can not state the desired interaction

Plelad’ -
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- Our Solution

.

Use Execution Levels
to control Exception Conflation

Plelad’
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.

. Execution Levels in a Nutshell

Tanter (AOSD '10)
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; ‘. Execution LeVéls in a N"ut'SheIl

Tanter (AOS '10) ‘
Level 2
O et T
Level O ...getConfig(..)..

Plelad’
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; ‘. Execution LeVéls in a N"ut'SheIl

Tanter (AOS '10) ‘
Level 2
et A ______________________________________________________________________________________
Level O ...getConfig(..)..

Plelad’

11



L

; ‘. Execution LeVéls in a N"ut'SheIl

— .
Tanter (AOSD '10)
Level 2
call
Level 1 A

Level 0 ...getConfig(..)..

Plelad’
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; ‘. Execution LeVéls in a N"ut'SheIl

— .
Tanter (AOSD '10)
Level 2
call
Level 1 PC| A )

Level 0 ...getConfig(..)..

Plelad’
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; ‘. Execution LeVéls in a N"ut'SheIl

— .
Tanter (AOSD '10)
pcexec
Level 2 A
call)
Level 1 pc A /

Level 0 ...getConfig(..)..

Plelad’
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; ‘. Execution LeVéls in a N"ut'SheIl

T .
Tanter (AOSD ’10)
pcexec
Level 2 A
cix
| evel 1 pC( call] > adV(..CtX..)
A

Level 0 ...getConfig(..)..

Plelad’
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; ‘. Execution LeVéls in a N"ut'SheIl

.

Tanter (AOSD ’10)
pcexec
A advexec
Level 2 . A
cix ;
| evel 1 pC( call] > adV(..CtX..)
A

Level 0 ...getConfig(..)..
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. Execution Levels in a Nutshell

N .
Tanter (AOSD '10)
pcexec
A advexec
Level 2 : A
\ cix V before... proceed(..) ...after.
Lovel 1 pc(call) > adv(..ctx..) > - = PrOCECUR.) 12e -
A

Level 0 ...getConfig(..)..
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. Execution Levels in a Nutshell

N .
Tanter (AOSD '10)
pcexec
A advexec
Level 2 : A
\ cix V before... proceed(..) ...after.
Lovel 1 pc(call) > adv(..ctx..) > - FhlasEas) o -
A

Level 0 ...getConfig(..)..
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Tanter (AOSD ’10

L

. Execution Levels in a Nutshell

.

pcexec
A advexec
Level 2 : A
ctx ’ before... proceed(..) ...after.
. pc(call > adv(..ctx..) > - -+ proceedt..) ... i

Level 0 ...getConfig(..)..

...performTask(..)..

Plelad’
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. Execution Levels in a Nutshell

. i .
Tanter (AOSD ’10)
pcexec
A advexec
Level 2 : A
Cclx ' bef d ft
pc(call) > adv(..ctx..) > .. before... proceed(..) ...after.
Level 1 ’ :
A y | call
..................................................................................... A
Level O ...getConfig(..).. ...performTask(..)..
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. Execution Levels in a Nutshell

. i .
Tanter (AOSD ’10)
pcexec
A advexec
Level 2 : A
Cclx ' bef d ft
pc(call) > adv(..ctx..) > .. before... proceed(..) ...after..
Level 1 ’ - o
A Lcall|
..................................................................................... g -.--."l.-.--.--.--.
Level O ...getConfig(..).. ...performTask(..)..
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. Execution Levels in a Nutshell

.

Tanter (AOSD "10) We can have as many levels as needed

pcexec
A advexec

Level 2 : A

cix ' before... proceed(..) ...after.
evel - pc(call > adv(..ctx..) > = = P e -
Ve A Lcall|

..................................................................................... g -.--."l.-.--.--.--.

Level O ...getConfig(..).. ...performTask(..)..

Plelad’
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; '. :EXGCUﬁOh LeVéls in a N"ut'SheI.I

.

Tanter (AOSD "10) We can have as many levels as needed
e.g. composition of dynamic analysis aspects (Tanter et.al., GPCE '10)

pcexec
A advexec
Level 2 : A
L oc{call ctx , adv(.ctx..) > .. before...l proceed(:) ..after..
Ve A Lcall|
..................................................................................... g -.--."l.-.--.--.--.
Level O ...getConfig(..).. ...performTask(..)..

Plelad’
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. Execution Levels in a Nutshell

.

Plelad’
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; ; :EXGCUﬁOﬁ LeVéls in a N"ut'SheI.I e

.

up and down operators to explicitly shift level

Plelad’
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. Execution Levels in a Nutshell . -

.

up and down operators to explicitly shift level

a level-capturing function always evaluate at their
definition-time level

Plelad’
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e NeW.’EXceptibnsSeménfics.

.

Plelad’
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- . .

.

New Exceptions Semantics

In essence:
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- NeW"EXc;eptib_r)e_‘..Sema“mt'icst

.

In essence:

bind exceptions and hand

at the level they originatec

ers
at

Plelad’
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N NeW"E)(c;eptibr)e_‘.Sema"\n{icst

.

In essence:

bind exceptions and handlers
at the level they originated at

an exception is caught by a suitable handler
only If they are both bound at the same level

Plelad’
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N NeW"E)(c;eptibr)e_‘.Sema"\n{icst

.

In essence:

bind exceptions and handlers
at the level they originated at

an exception is caught by a suitable handler
only If they are both bound at the same level

safe defaults

Plelad’

13



L

| . NeW"EXc;eptiiS_r__\.e_‘.Sema"\nt‘icst

.

In essence:

bind exceptions and handlers
at the level they originated at

an exception is caught by a suitable handler
only If they are both bound at the same level

safe defaults

flexibllity using level-shifting operators

Plelad’

13
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e NeW.’EXceptibnsSeménfics.

.

Plelad’
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o NeW.’EXceptib_r_)sSemént'icsf

.

Recall our first example
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N NeW"E)(c;eptibr)e_‘.Sema"\n{icst

.

Recall our first example

handler advice

foo() getConfig()

Null

Pointer

=xception

Plelad’
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e NeW.’EXceptibnsSeménfics.

.

Plelad’
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o NeW.’EXceptib_r_)sSemént'icsf

.

With the new semantics
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- NeW"EXc;eptib_r)e_‘..Sema“mt'icst

.

With the new semantics
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- NeW"EXc;eptib_r)e_‘..Sema“mt'icst

.

With the new semantics
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- NeW"EXc;eptib_r)e_‘..Sema“mt'icst

.

With the new semantics

handler

_f’_l_—’_,

00() getConfig()
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- NeW"EXc;eptib_r)e_‘..Sema“mt'icst

.

With the new semantics

handler

_f’_l_—’_,

00() getConfig()
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N NeW"E)(c;eptibr)e_‘.Sema"\n{icst

.

With the new semantics

NullPointereException

handler

_f;_l_%_,

00() getConfig()
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N NeW"E)(c;eptibr)e_‘.Sema"\n{icst

.

With the new semantics

NullPointereException

"""""""""""""""" RS SRR e
foo() I getConfig()

Plelad’
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N NeW"E)(c;eptibr)e_‘.Sema"\n{icst

.

With the new semantics

—xception

handler

_f’_l_—’_,

00() getConfig()

Plelad’
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e NeW.’EXceptibnsSeménfics.

.

Plelad’
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.

o NeW.’EXceptib_r_)sSemént'icsf

And so the second example

Plelad’
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N NeW"E)(c;eptibr)e_‘.Sema"\n{icst

.

And so the second example

handler advice

fOc’)O_I_’_()_‘__

getConfig handler

flle not found
exception

Plelad’
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e NeW.’EXceptibnsSeménfics.

.

Plelad’
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e NeW.’EXceptibnsSeménfics.

.

Plelad’
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o NeW.’EXceptib_r_)sSemént'icsf

.
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o NeW.’EXceptib_r_)sSemént'icsf

.
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o NeW.’EXceptib_r_)sSemént'icsf

.
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o NeW.’EXceptib_r_)sSemént'icsf

.

advice
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o NeW.’EXceptib_r_)sSemént'icsf

.

advice
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- NeW"EXc;eptib_r)e_‘..Sema“mt'icst

.

advice

s

handler

.

00()
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- NeW"EXc;eptib_r)e_‘..Sema“mt'icst

.

advice

file not found

handler exception

e

00()
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- NeW"EXc;eptib_r)e_‘..Sema“mt'icst

.

advice

file not found

handler exception

foo() I
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o NeW.’EXceptib_r_)sSemént'icsf

.
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