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Abstract—Evil Twin Attack (ETA) refers to a rogue Wi-Fi
Access Point (AP) that appears to be a legitimate one but actually
has been set up to eavesdrop on wireless communications [1].
Most of existing detection techniques assume that the attacker
will use the same legitimate wireless network gateway to pass
through victim’s wireless data. These detection methods will fail
if the attacker uses a different gateway, such as using his own
broadband cellular connection through his own smartphone. In
this paper, we present a new client-side detection method to detect
such an ETA that uses a different gateway from the legitimate
one. It relies on SSL/TCP connection to an arbitrary remote
web server to avoid attacker’s misleading message, and trying to
detect the changing of gateway’s public IP address by switching
from one AP to another in the middle of the SSL/TCP connection.
The detection method is on the client side which makes it more
convenient for users to deploy and ensure their security.

Index Terms—Evil Twin Attack, Wi-Fi security, TCP, SSL.

I. INTRODUCTION

Nowadays, 802.11-based wireless local area networks, or
called Wi-Fi, are everywhere [2]. People use wireless network
in their daily life bases, shopping online and paying bills to
name a few. This makes Wi-Fi an attractive target for intruders
to compromise and to eavesdrop wireless client information.

In recent years, more and more businesses, such as some
fast food restaurants, coffee shops, retail stores, have set up
Wi-Fi access points to provide free wireless Internet service
in order to attract and better serve their customers. These sites
are also called hotspots. Most of the time, Wi-Fi hotspots have
no or very limited security protection. Clients will only need
to search the airwave and connect to the wireless network.
No mean of encryption or authentication is used besides the
wireless network name (SSID). Because of the lack of security
protection, hotspots are vulnerable to the popular and well-
known Evil Twin Attack.

Evil Twin Attack (ETA) refers to a rogue Wi-Fi access
point that appears to be a legitimate one offered on the
premises, but actually has been set up to eavesdrop on wireless
communications [3]. The attack starts when an attacker sets
up a rogue AP in a place that provides free wireless Internet
service such as coffee shop. Since Wi-Fi wireless networks
in most hotspots do not provide any type of encryption and
authentication, an attacker can configure a rogue AP to start
transmitting the same SSID that used by the legitimate hotspot
AP. For a Wi-Fi client, if the perceived signal power from the
attacker’s AP is stronger than the perceived signal power from
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the legitimate AP, either because the attacker’s AP is closer to
the client, or it has a more powerful transmitting antenna, the
client will be tricked to switch its Wi-Fi connection from the
legitimate AP to the rogue AP. What makes the attack even
worse is that such switching of AP is usually automatic and
transparent to users [4].

When the rogue AP hijacks the Wi-Fi connections from
clients, the rogue AP usually has two options to connect
to the Internet. First, the rogue AP can itself behaves as a
normal Wi-Fi client and uses the legitimate AP to connect
with the Internet. This is the classical ETA well studied by
many researchers [3] [5] [6].

The second Internet access option for an ETA is to use
cellular broadband connection [3] [6] as illustrated in Figure 1.
This type of ETA will become more popular nowadays due to
the increase in the Internet access speed of mobile connections,
such as 4G Long Term Evolution (LTE) or WiMAX [7]. In
this approach, the attacker uses a different gateway compared
with the legitimate AP.

For the second ETA approach, the traditional time delay
based detection method introduced in [3] will not work.
Because the attacker uses a different gateway, it is quite
possible that an Internet connection through the rogue AP has
a shorter time delay than through the legitimate AP. Facing
this attack challenge, we must design a different detection
approach for this second type of Evil Twin Attack.

In this paper, we improved the Wi-Fi security by :

o Presenting a novel detection method to deal with the
second type of ETA. Basically speaking, the detection
technique will detect whether or not different gateways
are used by multiple APs in one hotspot location that
have the same SSID. As far as we know, each hotspot
will always use the same gateway for Internet access no
matter how many legitimate APs have been set up in the
same hotspot [8].

o The detection method is a secure client-side approach
that does not rely on any support from hotspot networks
or dedicated servers. In addition, no training data or
authorized trusted AP list will be used in the ETA
detection. It can be easily deployed together with any
existing first-type ETA detection method such as [3] [5]
[6] in order to securely detect both types of ETA.

« Finally our detection method was implemented and eval-
uated in a real life environment.



The paper will be organized as follows. Section II discusses
the related work of previous ETA detection. In Section III
we presented several intuitive solutions and show why they
are not effective in ETA detection. The design of the new
detection method and developed prototype will be presented
in Section IV. Then, we evaluate the statistical performance
of the new detection method in Section V. Finally, limitation
and conclusion will be present in the last two sections.
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Fig. 1: Nlustration of the second type of Evil Twin Attack that
we focus on in this paper. The Rogue AP can successfully lure
clients connecting to it instead of the legitimate AP when it has
stronger/better signal to those clients. This ETA uses cellular broad-
band connection that has a different gateway compared with the
legitimate AP.

II. RELATED WORK

ETA in wireless networks is a threat that can transfer the
privilege from a legitimate wireless network administrator to
an attacker to become the gateway of a wireless client (victim).
In this scenario, all the wireless traffic from the victim will
pass though the attacker node. At this point, the attacker
can apply a desired man in the middle attack (MITM) to
exploit any vulnerability that can leak information about the
victim. MITM in this situation will be hard to detect since the
victim will be in a separate wireless network (attacker wireless
network) than the legitimate wireless network.

The detection of ETA was under the spotlight for many
years. Researchers have been investigating detection methods
that can alert the wireless network administrator/client about
the presence of this type of attack. Each detection method
has its own working environment. To have more insight about
these types of detections, we divided them into two categories.
The categorization was based on who will be responsible for
the ETA detection.

The first category is administrator side detection. In this
category, administrators are the one responsible for ensuring
wireless client protection from ETA. Administrators scan the
airwaves and match between APs found transmitting nearby
with an authenticated APs list that have been previously
created on the administrator side. Each AP should have a
fingerprint that can be used to identify itself. Such a fingerprint
can be the MAC address of the AP or its location [3]. The
strength of this type of protection depends on the fingerprint
used to recognize the AP. For example, if the location is the
fingerprint of an AP, this type of detection may trigger false
positive alert of a potential ETA if there is a nearby AP that

transmitting in a close range to the authenticated APs [5]. Also,
attacker may change the rogue AP characteristics to match
the ligament AP. For instance, the attacker can change the
MAC address of a rogue AP to one of the authenticated APs.
Researchers were investigating different type of fingerprints
that can be used to distinguish one AP from another [9].

Administrator side detection will also add more cost to
the total wireless network construction price. This is because
administrations need to install wireless sensors devices to
continuously scan the airwaves to gather information about
the available transmitting APs. To lower the cost, researchers
proposed that workstations can turn into wireless sensors
[10]. In general, administration side detections are limited,
expensive and not available in many cases [3].

The second category of ETA detection methods is user side
detection. This type of detection is more preferable than the
administrator side detection since the wireless clients will
ensure their protection against ETA. One of the detecting
method techniques that falls in this type of category [3]
propose that by measuring the travel time of packets between
the wireless client and a nearby server, the wireless clients can
detect the presence of ETA. This is because when an attacker
uses the rogue AP to pass through wireless client data, there
will be an extra wireless hop between the wireless client and
the legitimate AP. This extra wireless hop will add more time
compared to the direct connection between the wireless client
and the legitimate AP.

Howeyver, this method assumes that the attacker will use the
legitimate wireless network gateway to pass through client data
traffic. This detection will fail especially when the attacker
uses faster Internet connection compared to the legitimate
wireless network. In this scenario, the attacker can delay the
response time of the propagating packets between the server
and the wireless client to match the propagation time of the
packets passing through the legitimate AP. In addition, this
method suffers from wireless signal strength fluctuations and
the data traffic load on the APs that may vary the response
time between the wireless client and the server [3].

Another ETA detection method that belongs to the second
category and can be used to detect different gateway is
traceroute command ETA detection method [6]. In this detec-
tion method, traceroute command will be used to find route
information between the wireless client and a random remote
server. At the beginning, the wireless client will connect to
any AP and use the trace route command to find the route
information between himself and any remote server. Then, the
wireless client will switch to another AP and use traceroute
command to record the route information between himself and
the same remote server used at the first AP. Using two different
APs for the same wireless network should return the same
route information [6].

Nevertheless, this type of detection may fail since network
administrators may configure network firewall to drop these
traceroute packets for security purposes [11]. Also, an attacker
can easily pass traceroute ETA detection method by simply
monitoring the wireless data traffic. This monitoring is possi-



ble because traceroute uses the unencrypted ICMP protocol to
gather route information between the wireless client and the
remote server. Attacker can capture traceroute results sent to
the wireless client using the legitimate wireless network. After
that the attacker can send these results to the wireless client
using the rogue wireless network. This will give the same route
information for both gateways which will pass ETA detection
method without triggering any alarm.

On the other hand, a wireless client can setup a VPN
connection through the wireless hotspot. In this case, all the
traffic between the wireless client and the hotspot will be
encrypted. However, VPN is not available for all users and
have numerous points of failure [12].

III. INTUITIVE DETECTION SCHEMES AND THEIR
SECURITY VULNERABILITIES

In this section, we first present the adversary model. Then
we present several intuitive detection schemes, and show
that all of them have inherent security holes, making them
unfeasible solutions to the Evil Twin Attack.

A. Adversary Model

In this paper, ETA was assumed to be implemented by an
attacker with the capability to mimic the legitimate wireless
network specifications. For example, the IP and the MAC
addresses of the DHCP, DNS and the gateway provided by
the rogue AP will be exactly the same as the ones found in
the legitimate wireless network. Also, the propagation time
between the wireless client and any other servers can be tuned
by the attacker to give the similar result as the legitimate
wireless network.

As introduced previously, a rogue AP in ETA has two
options to connect to the Internet: uses the same gateway as the
legitimate Wi-Fi hotspot, or uses a different gateway. In this
paper, our ETA detection focuses on the second type of ETA
that uses a different gateway compared with the legitimated
hotspot. In real implementation, both the ETA detection on
the first option (such as the system introduced in [3]) and our
proposed scheme should be used together for comprehensive
ETA detection.

B. Intuitive Detection Schemes and Their Security Problems

1) Detection based on route option in IP packet header: One
of the intuitive detection methods that can be used to detect
ETA is by taking advantage of the record route option found in
IP header [13]. When this option is enabled in a packet, routers
on the route between the source and destination will place their
own IP addresses in the packet IP header. Based on that, in this
detection method, the wireless client will send an IP packet
using a given Access Point (AP1) that belongs to the hotspot
Wi-Fi network. Then, the wireless client will switch to another
Access Point (AP2) that also belongs to the same wireless
network and send a second packet. The record route option
is enabled in these two packets and the destination address
of these two packets will be a special server on the Internet.
When the server at the other end receives these packets, it

will match between the routers’ addresses recorded in the IP
header received from both AP1 and AP2. Then, the client can
view the results on the server using HTTPS protocol.

However, similar to the traceroute packets, record route
packets may be dropped or ignored by many firewalls for
security reasons [11]. In addition, only at most nine IP
addresses can be recorded along the route while, the average
number of routers in any given route on the Internet is 19 to
21 [14].

2) Detection based on TCP connection: The second intuitive
detection method that can be proposed to detect ETA is by
dividing TCP communication. The detection procedure will
start after a wireless client initiates a wireless connection
to a nearby AP. This AP (we call it AP1) should have the
wireless SSID name such as FreeNet (Figure 1) that belongs to
hotspot Wi-Fi network. After connecting to AP1, the wireless
client will start a TCP 3-way handshake to a random remote
webserver such as www.google.com. Each side (the wireless
client and www.google.com) will create a socket connection
that contains the IP address and the Port number for the other
side.

After completing a successful TCP 3-way handshake
through AP1, the wireless client will then switch to a different
AP (we call it AP2) with the same wireless SSID. The wireless
client will not start a new TCP 3-way handshake since the TCP
connection is already established using AP1. Changing the AP
will have no effect on the socket information stored in each
side of the connection. After switching to AP2, the wireless
client will send a GET html request to download an index
webpage on the remote webserver.

If the two APs use the same gateway, the TCP connection
will not break and the wireless client will start downloading
the index webpage from the remote webserver successfully.
Otherwise if the TCP connection is broken, we know that these
two APs use different gateways. Using different gateways
will prevent the webserver to give a positive response to
the wireless client because the IP address and/or the port
number of the wireless client will be different using the second
gateway.
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Fig. 2: Possible man-in-the-middle attack on the ETA detection that
relies on TCP connection without SSL.

However, an attacker can conduct MITM attack to the above
detection method by impersonating the remote webserver role.
This MITM can take place when the wireless client starts
downloading the index web page though AP2 (which is the
attacker AP). The attacker at this point can catch the GET html



request from the wireless client and start a new connection to
the remote webserver and retrieve the index webpage. Then,
because the attacker can monitor the TCP connection setup
between the client and AP1, the attacker can send the index
webpage to the wireless client by continuing the existing TCP
connection. This MITM is illustrated in Figure 2.

IV. PROPOSED DETECTION DESIGN

A. Design Assumption

The design of the proposed ETA detection method for
detecting different gateways is based on the following as-
sumption: a Wi-Fi hotspot may deploy more than one AP for
better quality and wider coverage. However, all APs belonging
to the same hotspot will always use a single gateway for
Internet access. This type of wireless network topology can
be found in coffee shops, hotels and airports [10]. Also,
network administrators in these wireless networks usually
assign private IP addresses to their wireless customers. These
private IP addresses will be eventually translated into the
public IP of the gateway using network address translator
(NAT) or port address translator (PAT) [10].

B. Proposed Detection Design

The detection relies on SSL/TCP connection for webpage
retrieval in the similar way as the second intuitive TCP-based
detection method introduced in previous Section III-B. When
the wireless client starts the detection procedure, it initiates a
TCP 3-way handshake though AP1 using SSL connection to an
arbitrary remote webserver that supports HTTPS connections
(such as to https://www.google.com). Then, the client switches
Internet access via AP2 and issues HTTP GET command to
retrieve webpage content.

By using SSL connection, we can prevent an attacker from
applying the MITM attack illustrated in Figure 2 since the
attacker does not have the current TCP session’s information
to continue the SSL/TCP connection with the wireless client.

Our proposed detection method will distinguish whether
two access points with the same SSID use the same network
gateway or not. If there are more than two APs existed in
a hotspot, our detection schemes work in the same way by
checking each AP one after another to find whether all existing
APs use the same gateway or not.

The detection method will be on the wireless client side
which is more desirable than the administrator-side detection.
Client-side design gives a security-sensitive user more control
over her Wi-Fi connection security, and can be used in any Wi-
Fi hotspots regardless of what security mechanism a hotspot
has implemented.

In addition, no fingerprint will be used in the detection. The
client will not need to have any previous information about the
APs installed in a Wi-Fi hotspot. Furthermore, the detection
method will not be based on a protocol or a protocol option
(such as ICMP or record route option) that might be blocked
by network administrators for security purposes.

C. Implementation

The ETA detection client software prototype was imple-
mented using C language and run on Linux machine. We
developed the software by modifying a C language socket
source code from [15] [16] to accomplish the proposed ETA
detection. The source code for the wireless client software
can be downloaded from https://github.com/mysofthub/SSL-
TCP-ETA. The program will automatically start the SSL/TCP
socket connection through the first AP with an arbitrary
webserver, and then start downloading the index webpage from
the webserver using the second AP.

The webserver implemented in our prototype was
www.google.com because it is more reliable than most other
webservers, and most importantly, it has a long time-to-live
SSL/TCP connection (240 seconds based on our measure-
ments). This will give the wireless client plenty of time
to switch from one AP to another without the SSL/TCP
connection to have timeout.

Pseudo Code 1: SSL/TCP based Evil Twin Attack Detection.

Connect to AP1

Start SSL/TCP 3-way handshake to www.google.com

Verify www.google.com certificate
if www.google.com certificate is valid then
Switch to AP2
GET command to download index.html
if www.google.com starts sending the index.html webpage
then

| Print no ETA detected
else

The connection was rejected
dPrint ETA detected

en

else
| Print server certificate error!!

end

The program will connect to the first AP1 using AP1’s SSID
and MAC address. Since there will be more than one AP
with the same SSID, the MAC address of the AP will be the
reference to switch between different APs. After finishing the
SSL/TCP 3-way handshake, the program will automatically
switch to the second AP (AP2) and start downloading the
index webpage from the webserver.

The remote server can be any arbitrary webserver that
supports HTTPS protocol. The Pseudo Code 1 above illustrates
the proposed ETA detection.

V. EVALUATION
A. Evaluation Procedure

By using Wireshark [17] to capture network traffic, we
have verified that the proposed ETA detection is effective in
detecting the the second type of ETA in which the rogue AP
relies on a different gateway (such as 3G or 4G data service)
to provide Internet access.

In the first test where two APs were using the same gateway,
the proposed ETA detection will start by the wireless client
connecting to the first AP. The wireless client would obtain its
IP address from the DHCP server. The connection information
between the wireless client and the webserver was shown in



Figure 3. The IP address obtained by the wireless client was
in the private IP range (192.168.0.101) and the source port
address that was used in the 3-way handshake is (42284). The
remote Google website had an IP address of 74.125.137.105.

Source Destination Protocol  Info

192.168.0.101 74.125.137.105 TCP 42284 > https [SYN] Seg=
74.125.137.105 192.168.0.101 TCP https > 42284 [SYN, ACK]
192.168.0.101 74.125.137.105 TCP 42284 > https [ACK] Seq=

Fig. 3: SSL/TCP 3-way handshake using API.

The wireless client source IP was translated at the gateway
to a public IP address. At this point, the webserver created a
socket connection using the public IP address of the wireless
client and the port address given to the wireless client at
the gateway. After verifying www.google.com certificate, the
program disconnected from AP1 and connected to AP2.

Although the wireless client switched the wireless con-
nection from APl to AP2, Wireshark did not catch any
connection termination packets sent from the wireless client
to the webserver. At this point, the wireless client had an
active connection to the webserver through AP2. After that,
the wireless client program would send a GET command to
retrieve html index page as shown in Figure 4.

192.168.0.101
74.125.137.105

74.125.137.105
192.168.0.101

TLSvl.1Application Data
TLsvl.1application Data

Fig. 4: Successfully downloading index webpage using AP2.

When the detection program started receiving the index
webpage, the program would display safe wireless network
message to the wireless client. This proved that the socket
information stored in the webserver matched the GET HTML
request connection, meaning that both APs were using the
same gateway.

In the second test, we setup the two APs to use different
gateways. The wireless client IP address in this scenario
was 192.168.113.101 and Google website IP address was
74.125.140.99. When the wireless client switched to AP2 and
sent GET html to the webserver, the remote webserver sent
RST/ACK packet to the wireless client for termination of the
existing connection. The connection was terminated by the
server because the information stored in the SSL/TCP socket
did not match the information received by the wireless client.
This action has been verified by our Wireshark capturing as
shown in Figure 5.

192.168.113.101
74.125.140.99

74.125.140.99
192.168.113.101

TLSv1.1

223 Application Data
223 https > 40983 [RST, ACK]

Fig. 5: The server closed the connection with the wireless client
when AP1 and AP2 used different gateways.

Since the webserver terminated the connection, the wireless
client was not able to download the index webpage. In this
case, the program would display an ETA warning message to
the wireless client.

B. Detection Time Delay Analysis

Unlike paper [3], our proposed detection method is not
based on any time measurement for detection. This is more

desirable because time-based methods need to monitor many
packets in order to obtain accurate measurement, which makes
the ETA detection take a longer time to complete. In addition,
time-based detection will be unreliable when an attacker uses
his own broadband cellular data service for the rogue AP as
illustrated in section II.

Nevertheless, time delay is still a very important perfor-
mance metric. Therefore, we have analyzed time delay in
our evaluation. The wireless APs used in the test bed were
NETGEAR FWG114P and D-LINK DIR-601. These APs also
operated as DHCP, DNS servers and gateway. The wireless
client in the test bed used Ubuntu Linux based OS with an
Intel(R) Centrino(R) WiMAX 6150 WLAN card.

We measured the time delay for four main steps in the
detection procedure:

o The time to connect to AP1 and obtain a valid IP address

from the DHCP server.

o The time to finish the 3-way SSL/TCP handshake.

e The time spent to switch from APl to AP2 and ob-

tain/reuse a valid IP from the DHCP server.

o The time to receive response from the webserver.

The test was repeated 50 times for each measurement. In
the beginning of each trial, the APs (including DHCP, DNS
and the gateway) were turned off and back on to ensure
fresh reading. Figure 6 illustrated the results of the test bed
measurements when the two APs used the same gateway.
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Fig. 6: ETA detection procedure time duration when AP1 and AP2
use the same gateway. (a) connecting to AP1. (b) 3-way SSL/TCP
handshake. (c) switching to AP2. (d) receiving a response from the
webserver.

The time spent to connect to AP1 and the switching time
from AP1 to AP2 was relatively big compared to the other
time measurements. The average time to connect to AP1 and
AP2 was 13.3 and 3.3 seconds, respectively. The time needed
to connect to AP1 was larger than AP2. Form our observation,
the reason behind this time difference (about 10 seconds) was
the time duration to obtain a valid IP address from the DHCP
server for the first time using AP1. On the other hand, it will
take less time to reuse the same IP address using AP2. Also,
the connecting time from one wireless network to another may



vary and it depends on the manufacturing types and models
of the wireless network devices.

The time duration to finish the 3-way handshake and to
receive a response from the webserver was relatively shorter
than the connecting time. In our test bed, fast Internet speed
link was used ( >10 Mbps). The average time duration to
complete the 3-way handshake was 0.1 seconds, while the
average time to receive a response from the webserver was
0.05 seconds. These time values depend on many factors such
as the Internet speed, DNS response time and webserver’s
response time.

In the end, we want to emphasize that although the test time
of the detection method may vary according to many factors
as explained above, these factors will not affect the detection
effectiveness of the proposed technique.

VI. DISCUSSION AND LIMITATIONS

In our paper we only discussed the scenario where there
is one legitimate AP and one rogue AP. If the client receives
more than two AP signals, our detection method can be used
without any change to switch between each reachable APs
one by one. Each AP switching should be done in the middle
of the SSL/TCP connection. If any one of these APs uses
a different gateway, the SSL/TCP connection will break and
produce alarm. This will alert the user of an ETA.

In our method, client software will verify the remote server’s
certificate. This will prevent the attacker from creating a fake
remote server to bypass our detection procedure. Also, since
our ETA detection starts its communication on port 443, SSL
strip attack [18] will not be feasible since that attack is based
on the transition between port 80 and port 443.

Our proposed ETA detection scheme has its own limitations.
We discuss these limitations below.

First, we clearly stated that our detection method was
focused on detecting ETA using different gateways. If the
attacker uses the same legitimate gateway to pass client data,
our detection method will not work. However, combining our
detection method with other methods that were used to detect
ETA using the legitimate gateway (such as [3]) will produce
an effective and comprehensive ETA detection system.

Second, the proposed detection method will spend about
three seconds when switching from one AP to another as
shown in Figure 6¢. This requires that the web server should
have a long time to live (TTL) SSL/TCP session to allow
the client to switch between the APs without dropping the
connection. In our prototype evaluation, google web servers
were selected because they support SSL protocol and they
also have a long TTL SSL/TCP session. We measured the
TTL value of SSL/TCP session for www.google.com and the
result was 240 seconds.

Third, upon detecting the presence of ETA, our detection
method will not be able to identify which AP is rogue and
which one is legitimate. Because both the legitimate AP and
the rogue AP provide Internet access that could have the
similar quality, it is very challenging to further distinguish
them apart with only client-side actions.

Finally, if the client receives only rogue AP(s) signals
without any legitimate AP, our detection method will not work
as well. This weakness can be found in all client-based ETA
detections that do not use authorized AP-list. Client cannot
detect ETA since all the AP(s) will give the consistent fake
results.

VII. CONCLUSION

In this paper, a novel ETA detection technique was proposed
to detect ETA using a different gateway compared with the
gateway used by the legitimate Wi-Fi hotspot. The detection
technique is lightweight and is a client-side approach. The de-
tection method was prototyped and evaluated using real-world
scenarios. Also, detection time delay is generally short and
time delay variance does not affect the detection effectiveness.
Although our detection method only focuses on detecting ETA
that uses a different gateway, it can be readily combined with
a classical time delay-based ETA detection method such as [3]
to provide comprehensive ETA detection.
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