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Abstract—One of the greatest challenges facing 802.11 wireless
local area network (WLAN) is to provide equivalent security
to wired local area network (LAN). Wi-Fi Protected Access II
(WPA-II), also referred to as IEEE 802.11i standard, is the
current security mechanism for enterprise wireless networks.
IEEE 802.11i standard depends upon IEEE 802.1X standard
to authenticate and generate the main cryptographic key used
to secure wireless network traffic. In a WPA-II enterprise
network, capturing wireless frames during the authentication
phase between the Access Point (AP) and an authorized wireless
client will not compromise the security of the WLAN. However,
an attacker can apply active dictionary attack by guessing the
credentials used to access the wireless network. In this case, the
attacker communicates directly with the Authentication Server
(AS). The main downside of this attack is the low intensity
of password guessing trials that the attacker can achieve, thus
security community usually does not pay attention to such an
attack. In this paper, we present a new attack scheme that can
increase the intensity of guessing trials against WPA-II enterprise.
The new scheme is based on using one wireless interface card
to create multiple virtual wireless clients (VWCs), each VWC
communicates with the Authentication Server as a standalone
wireless client. We have developed a working prototype and our
experiments show that the proposed scheme can improve the
active dictionary guessing speed by more than 1700% compared
to the traditional single wireless client attack.

Index Terms—Wi-Fi security, WPA-II enterprise, Brute force
attack, Virtual wireless clients.

I. INTRODUCTION

In the past two decades, 802.11 wireless local area network
(WLAN) has increased in use dramatically across the globe
[1]. IEEE 802.11 is the most cost-efficient WLAN that offers
network access to wireless clients (WC). Whether personal
or business wireless networks, IEEE 802.11 WLAN is de-
signed to meet the market demands [2]. However, securing
IEEE 802.11 WLAN is one of the top challenges facing the
adaptation and spread of such a network. Since the emergence
of IEEE 802.11 WLAN, researchers have been focusing on
presenting new security suites to protect the wireless network.

Wireless Equivalent Privacy (WEP), is the first security
protocol used to protect IEEE 802.11 WLAN [3]. Although
WEP uses Rivest Cipher 4 (RC4) stream cipher to encrypt
wireless data, the size of initializing vector (IV) used was
small, which led to IV conflict. Furthermore, the master keys
are directly used to encrypt data with no key management.

Researches have demonstrated ways to break the security in
WEP in less than a minute [4].

Following the vulnerabilities found in WEP, Wi-Fi Protected
Access I (WPA-I) and Wi-Fi Protected Access II (WPA-II)
were introduced [5]. WPA-I is used to provide temporary
solution to legacy wireless devices, and WPA-II is the current
standard security protocol for 802.11 wireless networks. In
publications, WPA-II is also referred to as robust security
network (RSN) or IEEE 802.11i-2004 [6]. WPA-II deploy-
ments can be different between Small Office / Home Office
(SOHO) and enterprise wireless network. WPA-II Pre-shared
key (PSK) is used in SOHO where only one passphrase
is used to protect the wireless traffic. However, in WPA-
II enterprise, each wireless client has his/her own username
and password to protect their own wireless traffic. Network
administrator sets up an authentication server (AS), such as
Remote Authentication Dial-In User Service (RADIUS), to
authenticate each wireless client.

Most attacks on WPA-II enterprise are based on man in
the middle (MITM) attack [7] [8] [9]. The attacker positions
him/her self between the WC and the AS to capture the WC
credentials. However, using digital certificate on the RADIUS
server side with the proper configuration on the WC side
prevents most of these attacks [9]. In this case, the attacker
can initiate an active brute force attack to gain access to the
wireless network. The downside of such an attack is the very
low password guessing speed, which makes such a brute-
force attack little threat to the wireless network. In this paper,
we present a new parallel attack scheme using many virtual
wireless clients to attack WPA-II enterprise, which could make
such an active dictionary attack a practical real threat again and
thus it should be seriously considered by security community.
The main contributions of this paper are:

• We present a novel technique to speed up the active
dictionary attack process. By using only one wireless
interface card (WIC), we are able to create many parallel
virtual wireless clients (VWCs) authenticating at the same
time to a RADIUS server. Each VWC will emulate
a standalone wireless client, and hence, increasing the
attacker’s active dictionary attacking power.

• Although by default, an authentication server, such as
RADIUS server, may delay rejection response to slow



down the brute force attack [10] [11], using parallel
active dictionary attack will lower the impact of such
a protection feature. The delay time imposed by the
RADIUS server will be utilized by the attacker to start a
new connections, and test other passwords.

• Finally our active dictionary attack has been implemented
and evaluated in a real life environment using different
off-the-shelf wireless APs and one of the most popular
RADIUS servers. Our technique showed that it can speed
up the password guessing speed by 1700% compared to
the traditional single wireless client attack.

The rest of the paper is organized as follows: Section II
discusses related works. In Section III we explain how 802.1x
works. The design of the new active dictionary attack and
the developed prototype is presented in Section IV. Then,
we evaluate the performance of our attack in Section V.
Finally, limitations and conclusions are presented in the last
two sections,VI and VII, respectively. Table I list acronyms
used in our proposal and their definitions throughout the paper.

II. RELATED WORKS

IEEE 802.11i enterprise consists of two main parts: the AS,
such as RADIUS server, and the authenticator, which is the
AP. When the WC, also called supplicant, wants to access the
WLAN, he/she should be authenticated first by the AS. The
communication between the AS and the WC will pass through
the AP. Extensible Authentication Protocol (EAP) is used to
define the authentication method between the AP and the AS.
EAP and its authentication method will be encapsulated in the
RADIUS protocol between the AS and the AP. On the other
hand, between the AP and the WC, EAP and its authentication
method will be sent using EAP over IEEE 802 protocol, which
is known as “EAP over LAN” or EAPOL [6].

After the authentication phase finishes successfully, both the
WC and the AP generate a random Pair Master Key (PMK).
At this point, 4-way handshaking procedure starts between the
WC and the AP only. Both of the WC and AP will use PMK to
generate Pair Temporary Key (PTK) which is used to protect
the four-way handshaking communication and the WC data.
Finally, a Group Transient Key (GTK) will be generated by
the AP and sent to the WC to protect the wireless broadcast
traffic [6].

802.11 enterprise WLAN depends on 4-way handshake
and 802.1x protocol to secure WC data. This should not be
confused with 802.11 personal, were WLAN depends only
on 4-way handshake to authenticate WC traffic [6]. The
proposed attack in this paper is an extension of our previous
proposal of active dictionary attack on WPA-II personal [12].
We successfully increased the active dictionary intensity on
WPA-II personal by creating multiple VWCs initiating 4-way
handshaking procedure at the same time to the AP. Active
dictionary attack on WPA-II-PSK can be the only feasible
attack when the attacker was unable to capture the 4-way
handshaking procedure between a LWC and the LAP.

In this paper, we focused only on WPA-II enterprise. We
divided the attacks on WPA-II enterprise into two main

TABLE I: Acronyms

Acronym Definition
WC Wireless client

LWC Legitimate wireless client
WIC Wireless interface card
VWC Virtual wireless client

AS Authentication server
RAS Rogue authentication server
AP Access point
WR Wireless router
LAP Legitimate access point
RAP Rogue access point
WS Wireless sessions

Fig. 1: Typical MITM attack on WPA-II enterprise

categories: MITM attacks [7] [8] [9] [13] [14] [15] and denials
of service attacks (DOS) [16] [17].

In the first category, an attacker sets up a rogue AP (RAP)
and a rogue AS (RAS). The RAP impersonates the legitimate
AP (LAP) by broadcasting the same WLAN SSID. This attack
can also be refer to as Evil Twin attack [9] [18]. the WC may
connect first to the RAP when it offers better signal than the
LAP.

When the WC connects to the RAP first, she/he will be au-
thenticated using the RAS. At the same time, the attacker can
start connecting to the LAP and be authenticated to the LAS
using the WC credentials. After successfully capturing the WC
credentials, the attacker can turnoff the RAP allowing the WC
to connect to the LAP. This is the basic implementation behind
most MIMT attacks on IEEE 802.11i.

Most of the MIMT attacks succeed only when the WC has
misconfiguration that is exploited by an attacker. For example,
authentication protocols such as EAP - Tunneled Transport
Layer Security (TTLS) and Protected EAP (PEAP) allows
the WC to check the AS digital certificate [19]. In [9] the
attacker took advantage of the WC not checking the Common
Name (CN) string of the digital certificate offered by the AS
to have successful MITM attack. The attack would fail if the
WC checks and rejects the RAP digital certificate [9].

Another successful type of MITM attacks is when the
attacker makes the WC use a less secure EAP authentication
protocol. For example, in [8] the attacker’s RAS authenticated
the WC using Light EAP protocol, which is a less secure
protocol compared to both EAP-TTLS and PEAP. This attack
will fail if the WC only used EAP-TTLS or PEAP as the main
authentication with proper AS digital certificate checking [9]
[20].



Fig. 2: 802.11i port access entry authentication.

DOS is the second category of attacks on WPA-II enter-
prise. Although this type of attack will not compromise the
WC credentials, it will prevent him/her from accessing the
WLAN. In both [16] and [17] the attacker sent crafted EAP
frames to prevent the WC from successfully completing the
authenticated phase. This type of attack is out off the scope
of this paper.

The current proposal used the same concept in [12] to apply
the attack on WPA-II enterprise. Such an attack is important
when others attacks such MITM is not feasible.

III. BACKGROUND OF 802.1X PROTOCOL

IEEE 802.11i standard was developed to overcome the
vulnerabilities found in WEP. IEEE 802.1x standard and 4-
way handshaking procedure are the main components of IEEE
802.11i (WPA-II enterprise) standard. IEEE 802.1x standard
is mainly used for authenticating the WC, and the 4-way
handshaking procedure is used for exchanging cryptography
keys [6]. In this paper, we present a novel technique to attack
the authentication part of IEEE 802.11i standard.

When the WC (supplicant) authenticates to the AS (RA-
DIUS), the communication will pass through the AP (authen-
ticator) as shown in Figure 2. IEEE 802.1x standard uses port
access entry (PAE) on the AP to allow the WC to send/receive
frames to the AS. During the authentication phase, all data
traffic from the WC will be sent only to the AS. After the
WC finishes the authentication phase successfully, she/he will
be switched form the controlled port to the uncontrolled port in
which they can access services offered by the wired network.

One of the most popular authentication methods used by
RADIUS is EAP-MD5. Since EAP-MD5 is based only on
message digest 5 hashing function, it is considered fast and
simple to implement [20] [21]. EAP-MD5 authentication starts
after the WC finishes 802.11 authentication and association
states with the AP as shown in Figure 3. The names of 802.11
authentication and association are somewhat misleading, since
both communications don’t have any type of security. It is
merely a formality procedure used by WCs and an AP to
exchange capability information.

EAP-MD5 begins when the AP sends EAP-Request (Iden-
tity) frame to the WC. Also, the WC can ask for EAP-Request
(Identity) frame by sending EAPoL Start frame. At this point
the WC sends his/her username to the AP. The username
is passed to the AS server using RADIUS protocol. The
AS generates a random challenge string and an ID, which
represents a small number, and sends it to the AP. After
receiving the random challenge and the ID from the AP, the
WC hashes (ID + Password + MD5 Challenge) using MD5

Fig. 3: EAP-MD5 authentication method.

hashing function and sends it to the AP. The AS successfully
accepts the access request when the password used in the
hashing function matches the one stored in the AS; otherwise,
the AS rejects the access request. Also, the WC can send
EAPoL Logout frame to de-authenticate from the AP.

Although EAP-MD5 is popular and simple, it is considered
vulnerable to be used in the WLAN for many reasons [20]
[21]. For example, the attacker can apply replay attack by
capturing the hash message from the WC and send it to the
AP. Furthermore, the attacker can sniff the hashed message and
apply offline dictionary attack. The WC can reject EAP-MD5
authentication method by responding to the MD5 challenge
by Nak frame [19].

The EAP-(TLS and TTLS) and PEAP provide better pro-
tection when compared to the EPA-MD5 in the WLAN. The
EAP-TLS is considered the most secure method in WLAN [9]
[20]. Both, the WC and the AS, should have their own digital
certificate. EAP-TLS perform authentication by exchanging
the digit certificate of the WC and the AS. The complexity
added by requiring the WC to have a digital certificate makes
EAP-TTLS and PEAP a better alternative.

EAP-TTLS and PEAP are the most common authentication
methods in 802.11i [9]. They both use two phases of authenti-
cation. The first authentication phase provides a secure channel
so that the WC can pass his/her credentials using the second
authentication phase. The first authentication phase also can
be refereed to as the outer authentication, and the second
authentication phase is called the inner authentication. The
inner authentication can use a less secure EAP authentication
method, such as EAP-MD5, since it is protected by the outer
phase. Table II compares between the different types of EAPs
authentication methods [20].

IV. ACTIVE DICTIONARY ATTACK DESIGN

A. Design

Most EAP authentication methods requires each WC to
provide his/her username and password to be allowed to access



TABLE II: Comparison between common EAP authentication
methods

Property EAP Authentication Method

MD5 TLS TTLS PEAP

Authentication
attributes Unilateral Mutual Mutual Mutual

Deployment
difficulties Easy Hard Moderate Moderate

Dynamic re-keying No Yes Yes Yes
Requires server
certificate No Yes Yes Yes

Requires client
certificate No Yes No No

Tunnelled No No Yes Yes
WPA compatible No Yes Yes Yes
WLAN security Poor Strongest Strong Strong

the WLAN. The username is used to locate the WC account
and the password to authenticate him/her. To obtain both
the username and password, our active dictionary attack was
divided into two main steps.

The first step of our attack procedure is to capture the
WC username. This goal can be accomplished by monitoring
the authentication communication between a legitimate WC
(LWC) and the LAP. The LWC is required to send his/her
Identity when he/she receive EAP-Request (Identity) from the
AP at the beginning of the EAPoL protocol, as shown in Figure
3. To simplify the implementation/management of the WLAN,
network administrators use the LWC username as his/her
Identity [22]. Furthermore, EAP authentication methods sends
LWC Identity in a plain text [20].

After capturing the LWC username, we start the second
step of our proposed procedure by initiating parallel active
dictionary attack on the AS. Using only one wireless interface
card, we created multiple VWCs. Each VWC communicates
with the AS as a standalone WC and starts a brute force attack
on the password of the captured LWC username. To speed
up the brute force attack speed, VWCs use the least time
consuming EAP authentication methods such as EAP-MD5
when communicating with the AS. EAP-MD5 is considered
faster compared to both EAP-TTLS and PEAP because it
interacts less with the AS. A VWC can rejects the EAP
authentication methods offered by the AS by sending a NAK
frame at the beginning of the authentication process.

By using the fastest available EAP authentication method,
each VWC start authenticating to the AS using different
passwords. When a VWC fails to authenticate using the
selected password, it changes the MAC address and starts a
new EAP authentication session. The attack stops when one
of the VWCs authenticated successfully to the AS as shown
in Figure 4.

B. Implementation

Our proposed parallel active dictionary attack is imple-
mented using C language. We used Loss Of Radio CONnec-
tivity (LORCON) library to create multiple VWCs. LORCON
is an open source library used to create crafted 802.11 wireless
frames [23].

Fig. 4: Our proposed parallel active dictionary attack using
one wireless interface card (WIC)

Each VWC emulates a single WC with a unique MAC
address. All VWCs send/receive frame using only one wireless
interface card (WIC) at the same time. Whenever one of the
VWCs passes the authentication phase, the attack stops.

V. EVALUATION

We set up a WLAN testbed to evaluated our proposed paral-
lel active dictionary attack. The testbed consisted of an AP and
AS. Three different types of wireless routers (WR) (ASUS-RT-
AC68U, Dlink-DIR890L and Linksys WRT54) were used in
the evaluation as an APs. Furthermore, we implemented the
AS by installing the current version of FreeRADIUS server,
which is the most popular RADIUS server [10] [11]).

The AP was configured to use WPA-II enterprise as the
WLAN security protocol. The AS used RADIUS protocol on
port 1812 to communicate with the AP. For the RADIUS
server configuration, we added the AP as a client and the LWC
as a user, which is the typical FreeRADIUS set up [11]. All
other configurations in both, the AP and the RADIUS server,
were set to default.

On the attacker side, our proposed software was installed on
Kali Linux OS. The attacker used Penguin Wireless N Dual-
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.Fig. 5: Comparison between three different APs against our proposed attack where (a) Dlink-DIR890L, (b) ASUS-RT-AC68U

(c) Linksys WRT54. The traditional active dictionary attack intensity is represented in the first data point.
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.Fig. 6: The ratio between the number of password guessing trails to the total number of all wireless sessions (WS) for (a)

Dlink-DIR890L, (b) ASUS-RT-AC68U (c) Linksys WRT54.

Band USB Adapter as the WIC. We used Wireshark to monitor
the traffic between the LWC, VWCs, AP and the AS.

The first step of our proposed attack is to capture the
username of the LWC. From the LWC PC, we connected
to the testbed WLAN using the most common EAP authen-
tication methods (TTLS and PEAP). Our proposed program
successfully captured the LWC username each time the LWC
send his/her Identity to the AP. We also observed that the
AS requested the LWC to use EAP-MD5 as the initial EAP
authentication method. However, the LWC rejected using
EAP-MD5 by sending a NAK frame and accepted one of the
two other authentication methods (TTLS and PEAP).

The second step of our proposed attack started after captur-
ing the LWC username. First, our proposed software created
multiple VWCs that connected to the testbed SSID and started
EAPoL with the AP. The software used the LWC username
in all Identity response frames when communicating with the
AP. Unlike the LWC, the proposed software accepted EAP-
MD5 authentication method requested by the AS. EAP-MD5 is
simple to implement and requires less time to finish compared
to both PEAP and EAP-TTLS.

To illustrate the increase in the brute force speed using
our proposed technique, we started authenticating to the AS
using only one VWC. This resembles the traditional single
WC active dictionary attack. Then, we increased the number
of VWCs connecting to the AP until the guessing intensity
rate started to drop beyond a certain point. Each AP was
tested for a total time of one hour and a half. We repeated the
previous procedure for the three different type of APs used in
the testbed, and the results are shown in Figure 5.

The increase in intensity of guessing trails for the three

different APs reached its maximum when there were certain
number of VWC authenticating at the same time. That number
was different from one AP to another. For example, the rate
of guessing trails in ASUS-RT-AC68U AP when we had only
one WC was 65 password per minute. That number increased
to 1176 password per minute when we had 40 VWCs. Such an
increase in the intensity of guessing speed is equal to 1700% as
shown in Figure 5b. However, increasing the number of VWC
beyond that point did not show any further improvement.

Increasing the number of VWCs will increase the number
of concurrent wireless sessions to the AP. Wireless sessions
started to timeout, then dropped after exceeding a certain
number of active VWCs. The ratio between the number of
successful wireless sessions (i.e. password guessing trials) to
the total number of all wireless sessions (WS) was calculated
and represented in Figure 6. Almost all wireless sessions were
successful when we had fewer VWCs. The number started to
drop when we increased the number of VWCs.

VI. DISCUSSION AND LIMITATIONS

In this paper, we presented a new technique to increase the
intensity of the active dictionary attack on WPA-II enterprise
in WLAN. The attacker can improve the password trial guess-
ing speed by creating multiple VWCs authenticating to the
AS at the same time. Such an improvement can reach up to
1700% increase in the guessing trials.

In WPA-II enterprise, obtaining the PMK from the 4-way
handshaking is unpractical. The PMK is a random 256 bits in
length that changes every time the WC connects to the WLAN.
Furthermore, retrieving the PMK will not compromise the WC
password. On the another hand, our proposed technique reveals
the actual password of the LWC.



The proposed technique may fail if the username was not
captured in the first step of the attack. Network administrator
can hide the username of the LWC by using Network Access
Identifier (NAI) [22] in the outer authentication phase and use
the actual LWC in the inner authentication phase. However,
this requires a more complicated WLAN network implemen-
tation and can be only used with tunneled EAP authentication
methods such EAP-TTLS and PEAP.

Network administrator my use locking mechanism to pre-
vent brute force attack. However, no locking feature was
activated on FreeRadius server. By default, Radius server
only delayed responding to VMCs requests to slow down the
brute force attack. The impact of such a protection feature
is downgraded by our proposed attack. Each time a VWC is
waiting for a response from the AS, another VWC can be
created to test different password.

Our proposal attack intensity can be effected by the AP type,
the wireless medium and the attacker/AS station performance.
To have better results, an attacker can use a high performance
workstation and start the attack to the least congested AP. Also,
an attacker can distribute our proposed technique and attack
different nearby APs that use the WIFI channel.

Finally, the proposed attack can authenticate each VWC to
the AS using different EAP authentication methods including
PEAP and EAP-TTLS. However, EAP-MD5 authentication
method was used in our testbed because of its speed and
simplicity. Also, EAP-MD5 was the initial authentication
method offered by the AS.

VII. CONCLUSION

Active parallel dictionary attack can be used to increase the
brute force intensity on WPA-II enterprise in WLAN. Such
an attack is important when other attacks, such as MITM, are
not feasible. The attack uses only one WIC to create multiple
VWCs. Each VWC authenticates to the AS as a standalone
WC.

Our proposed technique was implement and evaluated using
different off the shelf APs. The most popular RADIUS server
(FreeRadius) was used as an AS in the testbed setup. The
final results showed an improvement of 1700% in the intensity
of the active brute force attack by using VWC technique
compared to the traditional one wireless client.
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