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Counterfeiting of integrated circuits (ICs) is a rising issue that has a huge economic impact on the electronics industry. With the elec-
tronic component supply chain growing more complex due to globalization, with parts coming from a diverse set of suppliers, counter-
feit electronics have become a major challenge. Given the critical engineering application that incorporate ICs, such a growth in supply
chain in complexity has led to serious security threats due to potential of insertion of counterfeit hardware components.

In this talk, we propose a novel game-theoretic framework to analyze the interactions between a hardware supplier (attacker), and the
IC component testing site of a company (defender). The problem is formulated as a non-cooperative game in which the attacker is
taking into account the possible financial repercussion from being detected. We also explore the use of Machine Learning (ML), Opti-
mization and Fault tolerance to overcome unwanted hardware components replacement (DETOUR).
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