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Location-based social networks (LBSNs) feature friend 
discovery services, attracting hundreds of millions of active 
users worldwide. While leading LBSN providers claim their 
users’ location and privacy information is well protected, this 
may not actually be the case. 

During this talk, DDuring this talk, Dr. Ren will illustrate, through identified 
attacks, that a malicious individual with the capability of no 
more than any regular LBSN user can easily break most LBSNs 
by manipulating location information. He will also discuss the 
development of an automated user location tracking system, 
real-world experiments and defense approaches, and other 
ongoing research projects. 
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