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Deception for Proactive Cyber Defense 

Deception has been used since early days of warfare. Until most recently deception techniques 
such as honeynet have also been adopted in the cyber space. However, most approaches are ad 
hoc at best. There are increasing interests in establishing a formal model that can be used to 
capture key characteristics of cyber deception and to evaluate the effectiveness of using decep-
tion as a proactive network defense tool. This talk will share some of initial thoughts in identify-
ing new opportunities in cyber deception and exploring new research ideas in this space 
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