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Cross-Layer Attacks in Emerging Networks

The last decade has seen the rise of several new networking technologies, from mobile and
wireless to overlay anonymous communication networks such as Tor. In this talk, I will argue that
such networks are vulnerable to a variety of cross-layer attacks on their intrinsic features. For
instance, an adversary can infer users location using malicious apps without requiring permissions, or by exploiting the physical layer characteristics. I will also provide evidence that the Tor
anonymity network is also subject to active attacks, and present a framework that identifies malicious relays. I will then discuss some of our research results on mitigating these attacks.
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