
This talk starts with an overview of Insider threat, focusing on the impacts and challenges of their malicious be-
havior, as illustrated by chosen examples. The talk then introduces the concept of locality as a quan fiable val-
ue. Viola ons of Locality applies to detec on of insider threat through several characteris cs of their behavior: 

ming of ac vity, internal and external contacts contacted, volume of informa on, and informa on accessed. 
Some representa ve examples of how locality would apply to detec on at the enterprise level are presented, 
including cases where locality was used to iden fy the insider. The talk concludes with discussions of the limita-

ons of this approach as a generic solu on to the insider threat problem. 
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