The rapid increase in distributed genera on in the United States has elevated the importance of cybersecurity in the electric sector. This is because distributed genera on sources are o en located in unmanned facili es with limited or no physical security. Hackers can have unfe ered physical access to these resources and could poten ally launch cyber-a acks by either tampering with the
intelligent systems on the distributed genera on sources or a aching a peripheral device laden with sophis cated malware to disrupt
opera ons. The tradi onal cybersecurity controls such as ﬁrewalls, access control lists, encryp on, authen ca on and authoriza on
do very li le to block such a acks. This is because the hacker becomes an “insider threat” when he/she physically accesses the distributed genera on source and launches a acks from a trusted node in the power network. A systemic view of cybersecurity is needed in this situa on to iden fy anomalous behavior and block it before it can disrupt opera ons. This presenta on will oﬀer an empirically validated 9-layer security architecture for power systems developed at NREL that has the poten al to mi gate the risk from physically and logically compromised distributed genera on sources on the electric grid.
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