Introduction to Cryptography Summer 2004

Group Project

Assigned: Monday, 5/17/04

The Rules

Every group will create a symmetric cipher system that has a key size which does not exceed 48 bits. (Thus, the total number of possible keys should not exceed 248.) Block and stream ciphers are permitted, but you may not use any of the ideas in the book past chapter two. (Thus, if you choose to come up with something on your own, that is fine, but if your idea is somewhere in the text, I won’t allow it.) My intent is for you to simply take the tools given to you in chapter two and modify them to create a cryptosystem. (In essence, I am looking for creativity as opposed to ripping off a scheme such as RSA that we will learn later in the semester.)

Part I(Due Wednesday, 6/2)

Each group should give me a formal description of the cryptosystem they have created, as well as a function I can use to encrypt a file, using their system. A sample prototype for the function is included below. (Note: Each group will be assigned a color.)

public static void Red_Encrypt(String inputfile, String outputfile, *****);

***** should represent the parameters needed to convey the key.

The function should open the inputfile, read it in, and use the encrypting key(s) to write the ciphertext to the outputfile. You may assume that all input files contain ONLY uppercase letters and whitespace. I will limit the whitespace to newline characters in between lines and perhaps a couple whitespace characters at the end.

Also write a corresponding decryption function with the following prototype:

public static void Red_Decrypt(String inputfile, String outputfile, *****);

***** should represent the parameters needed to convey the key.

You should also give me the ENCRYPTION KEY  you intend on using for the entire project. I will assume that the corresponding DECRYPTION KEY, is EQUAL to the encryption key, since you are to design a symmetric cipher. This will allow me, if I do choose, to create random keys for each group. Thus, your chosen key shouldn't be the only one that provides security within your system. You must argue why the keyspace is smaller than or equal to 248. You must ALSO argue why all messages encrypted with your scheme can be uniquely decrypted. (Thus it must be impossible for two different plaintexts to match to the same ciphertext. But it is okay for certain texts to be invalid ciphertexts with respect to your scheme.) 

Please show me a preliminary version of your code, or a detailed description on paper of your scheme by email by 3 pm, Tuesday, June 1st. I will email you back if I have reservations about your system. I will be checking for similarity to other well-known systems and NOT concentrate on whether the system is invertible. 

Part II(Monday, 6/7)
Each group will be given several examples of ciphertext encrypted using the cryptosystems given to me. The winner of the challenge will be the team that correctly solves these ciphertexts first.

Part III(Monday 6/14 - Wednesday 6/23)

Each group will be given the samples of matching plain and cipher text from the cryptosystem they are trying to break. The day each group gets their matching plaintext/ciphertext will be based upon an in-class contest of some sort.

Part IV(Monday, 6/28 - Wednesday 6/30)

Each group can submit plaintext they would like encrypted. (I'll determine how much plaintext.) Each group will receive the corresponding cipher text on the following class day. The day each group gets to submit their plaintext will be based upon an in-class contest of some sort. 

Part V(Wednesday, 7/7 - Wednesday 7/14)

Each group will be given the code used to encrypt the ciphers they are attempting to solve. Based upon some in-class contest, each group will receive this code. (Obviously, the key will NOT be given.)

Part VII(Monday, 7/26)

Your group should give me a report on the process used to break (or at least attempt to break) the cryptosystem you were given. Discuss how you used each added piece of information to help deduce how the system works, what the key was, and what the plain text to the original messages was.

How the winner will be chosen and how the project will be graded

Although this may not be 100% fair, I will choose the winner based on who decrypts the original messages first. You may simply email to me what you think the plaintext corresponding to these original messages is. Whichever email I receive first with a correct response wins. The project will be graded almost solely upon the final write-up and presentation. (As well as what you give me on 6/2, but I expect everyone to give me a reasonable cryptosystem with code that works...) I will be looking for a methodical explanation to your decrypting attempts that utilize ideas presented in class. I will also be looking for sound mathematical justifications for evidence of the difficulty or lack thereof, of the cryptosystem you create. Thus, you could get a 100% on this project even if you don't win.

As the dates come closer, I will give you a more detailed description of what I expect for each part of the project.

