COT 5937: Introduction to Cryptography 

Summer 2001 

Lecturer: Arup Guha

Office Hours: TBA

Office: CC1 – 215

Phone number: 823-1062
Email: dmarino@cs.ucf.edu
Textbook: Cryptography: Theory and Practice by Douglas Stinson

I. Outline of  material covered:

II. Basics

A. Linear Encryption Schemes

B. Substitution

C. Stream Ciphers

D. Cryptanalysis of these schemes

III. Secrecy

A. Shannon’s Theory

B. Huffman Coding & Entropy

IV. Public-Key Systems

A. Factoring problem & some mathematical background

i. Euclidean Algorithm

ii. Chinese Remainder Theorem

iii. Fermat’s Theorem

iv. Probabilistic Primality Testing

B. RSA

C. Rabin

D. El-Gamel

V. Signature Schemes

Tentative Assessment:

2-4 programming assignments: total of 30%

final project: 10%

3 written homework assignments: total of 10%

2 exams: 25% each

Note: Class time will be adjusted on May 15th, Tuesday and May 17th, Thursday. On these days, class will run from 8:30pm – 10:00pm.

