COT 5937 Quick Test Review Questions 

1) Assuming you want no fixed points, (these are letters that encrypt to themselves) how different valid keys are there for the affine cipher?

When a=1, only key that gives rise to a fixed point is b=0. So there are 25 keys to count.

When a>1, if b is even, we can find a fixed point, but when b is odd, we can not. We determine this by examining the equation x = ax + b mod 26. Doing some algebra we get x(a-1) = -b mod 26. Since we know a is odd, a-1 is even. When this is the case, if b is odd, there is no solution, but when b is even, there is a solution. Thus, we have 11 possible values for a and 13 for b, yielding another 11x13 = 143 keys to count.

Total = 25 + 143 = 168
2) Here is a message encrypted using the shift cipher: YCMABQWVBEW. What is the decrypted message. (Hint: The encrypting key, which is in between 0 and 25 has exactly 4 integer factors. Thus, for example, 25 is not the key because it has 3 factors: 1, 5 and 25.)

Shift = 8, factors are 1,2,4 and 8.

Message: QUESTIONTWO
3) You have found that in a particular affine cipher, the plaintext “is” converts to the ciphertext “QI”. What does the plaintext “bees” convert to?

Set up two equations based on is -> QI

16 = 8a+b mod 26

8 =18a+b mod 26

-----------------------

-8 = 10a mod 26

The solution here with a valid value of a is a=7. Substituting, we find b=12.

So, the encryption function is e(x) = 7x+12 mod 26.

bees -> “TOOI”
4) Consider the following matrix for the Hill cipher:  9   7








 3   8

     for an alphabet of size 34. Is this a valid encryption key? Why or why not?

It’s not valid since the determinant of the matrix, 51 is NOT relatively prime with the alphabet size, 34. gcd(51,34) = 17.

5) Consider using the key K = 4 for the autokey cipher to encrypt “autokey”. What is the resulting ciphertext?

Key = 4, so the keystream is 4, 0, 20, 19, 14, 10, 4

Encryption is “EUNHYOC”
6) Let P = {a,b}, and C = {1,2}. Given that p(P=a|C=2)=1/4 , p(P=b)=2/3 , p(C=1) = 1/3,

find p(C=1|P=a).

p(1 | a) = p(1 ( a)/p(a)

p(a) = 1/3, p(2) = 2/3

p(a | 2) = p(2 ( a)/p(2) = ¼. Solve p(2 ( a) = 1/6.

Next, we have p(a) = p(1 ( a) +p(2 ( a). Solve p(1 ( a) = 1/6.

Plug this back into the top equation to yield p(1 | a) = ½.

7) Consider the following probability distribution : {1/8 , 1/8 , 1/4 , 1/2}. What is the entropy of this distribution?

Entropy = -1/8log21/8 - 1/8log21/8 - 1/4log21/4 - 1/2log21/2


   = -(1/8)*(-3) –(1/8)*(-3)-(1/4)*(-2)-(1/2)*(-1)


   = 3/8 + 3/8 + ½ + ½ = 7/4.
8) Consider the definition of the following product cryptosystem:


Let cryptosystem X be defined as follows:


K = { a | gcd(a, 26) = 1 }


ea(x) = a(x+a) mod 26.


Let cryptosystem Y be defined as follows:


K = { b | 0 < b < 26 }


eb(x) = x – b mod 26.


Encrypt the message “secret” using the product cryptosystem X x Y, with keys 

a=3, and b=1, respectively.

Together, this works very similar to an affine cipher. Here is the solution:

secret -> “KUOHUN”.

