First Examination

CIS 4363
February 20, 2007
Name____________________________________________________________

1. In this problem you will use a modified RC4 cipher. The text is encrypted at half a byte, 4 bits, at a time. Let’s call half a byte, 4 bits, as a unit. Vector S will be 16-unit long, from S[0] to S[15]. Each S[i] will have 4 bits, containing a number from 0 to 15. K will have a length equal or less then 16 units. Find the cipher text using the given K and plaintext.
Assume that K is given in hex as xE3A.

(i) Provide the contents of T after initialization. (2 points)
(ii) Compute the contents of S after two iterations through the initial permutations of S. (4 points)
(iii) Assume that the results obtained in (ii) are used in stream generation. What is the cipher text generated for the plaintext given in hex as xD5A. (9 points)
2. In this problem you will use a modified ECB cipher. Instead of encrypting 64 bits at a time, encrypt a fixed length of characters at a time using Hill cipher. Find the cipher text using the given Hill cipher key and plaintext.
Hint: Convert each character to a number between 0 and 25, as in Hill cipher.

The fixed length is determined by Hill cipher key.
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, Plaintext =ZETA (6 points)
b) Find the message integrity code of ZETA. Use MOD 26 in your computation. (9 points)
3. In DSSS (and CDMA) assume that 8 bit chip sequence code is assigned to nodes. Assume that A and B are assigned the following codes

A : 0 0 1 0 1 1 1 0      B: 0 1 0 1 1 1 0 0    

Give the bipolar chip sequence representation of A and B. (4 points)
Are A and B orthogonal to each other? Justify your answer by showing your calculation. (6 points)
4. In Transport Layer Security (TLS), most of the communications between client and server are sent without encryption. What parts of messages are encrypted? How is the master key generated? Who generates the master key? (4 + 7 + 4 = 15 points)
5. What is the hidden station problem in 802.11? What is the mechanism used by 802.11 to avoid collision? Does this mechanism solve hidden station problem? Justify your answer. (5 + 5 + 5 = 15 points)

6. Write the pseudo code of the following functions to implement the stop-and-wait protocol. Assume you are using Java socket. (10 points)
(i) server_init(): This function will create a server socket and accept connections from the client. Describe how to get input and output stream.

(ii) client_init(): This function will create a socket on the client side and connect to the server. Describe how to get input and output stream.

(iii) send(msg): This function send out a message.

(iii) recv(): This function receive a message.

7. Write the pseudo code to implement the following scenario. You would need to implement three classes, the client, the server, and the authentication server. (20 points)
We have a server providing services to clients. When a client wants to access services on the server, he/she must verify his/her identification. It may be burdensome for the server to verify every client. So we use an authentication server (AS) to verify the client. The procedure is as following:
1. C => AS: IDc || Pc || IDv
2. AS => C: Ticket

3. C => V: IDc || Ticket

Ticket = 
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Where


C = client


AS = authentication server


V = server


IDc = identifier of user on C


IDv = identifier of V


Pc = password of user on C


ADc = network address of C


Kv = secret encryption key shared by AS and V


|| = concatenation

C sends a message to the AS. The AS checks the identification and password. If the check is passed, the AS sends a ticket to C. Otherwise AS sends a refuse message to C. The ticket is encrypted with V’s public key so it can not be altered by C or by another malicious opponent. C sends this ticket together with its ID to V. V decrypts the ticket with its private key and verifies that the ID in the ticket is the same as the ID provided by C. If they match, V takes C as authentic and provides the service.

Hint: Assume you can use functions send() and recv() in the previous problem to send and receive messages. And there are functions check(), encrypt(), decrypt() to check the client's identify, encrypt messages, and decrypt messages.
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