First Examination

CIS 4363

1. 
(i) T: E3AE3AE3AE3AE3AE
(ii)
Iteration 1: i=0, j=0, j=j+S[0]+T[0]=E, swap S[0] and S[E]

S: E123456789ABCD0F

Iteration 2: i=1, j=14, j=j+S[1]+T[1] = 2, swap S[1] and S[2]


S: E213456789ABCD0F

(iii)
Iteration 1: i=0, j=0, i=i+1=1, j=j+S[1]=2, swap S[1] and S[2]


S: E123456789ABCD0F


T=S[i]+S[j]=3, k=S[t]=3, C=D XOR 3=1110=E
Iteration 2: i=1, j=2, i=i+1=2, j=j+S[2]=4, swap S[2] and S[4]


S: E143256789ABCD0F


T=S[i]+S[j]=6, k=S[6]=6, C=5 XOR 6=0011=3

Iteration 3: i=2, j=4, i=i+1=3, j=j+S[3]=7, swap S[3] and S[7]


S: E147256389ABCD0F


T=S[i]+S[j]=10, k=S[10]=A, C=A XOR A=0000=0

Cipher Text is: E30

2. (a) 
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(b)
25 XOR 19 = 011001 XOR 010011 = 001010 = 10
19 XOR 0 = 010011 = 19
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3. A: -1 -1 1 -1 1 1 1 -1 B: -1 1 -1 1 1 1 -1 -1


AB = (1/8)(1-1-1-1+1+1-1+1)=0, so A and B are orthogonal to each other.

4. 

What parts of messages are encrypted?


a) Certificate of server and client (if needed) from certificate authority encrypted by the private key of the certificate authority, and


b) 48 byte random number generated by the client encrypted by the public key of the server (known as pre-master key).

How is the master key generated?


Hash( C.nonce, S.nonce, 48 byte pre-master key) = 48 byte (384 bits) master key

Who generates the master key?

Both the server and the client generate the master key. Master key is not transmitted over the communication channel.

5. What is the hidden station problem in 802.11?


[image: image3]
Assume STAa is communicating with STAB.  STAc not hearing the transmission from STAa to STAB wants to communicate with STAB  and after waiting for a short random amount of time will transmit a Frame resulting in a collision.

What is the mechanism used by 802.11 to avoid collision?

A station A uses a short message Request to Send (RTS) control frame to station B. B sends a reply Clear to Send (CTS) control frame to A.  All stations within the transmission range of A and B refrain from any transmission until the data frame is sent by A to B.  This mechanism avoids collision.

Does this mechanism solve hidden station problem? Justify your answer.

Yes. Consider the example given above. STAa and STAB will transmit RTS and CTS control frames respectively before data frame transmission and hence STAc will know that STAB  is receiving data frame from A. It will not communicate with STAB until it is done.
6. (i)

Procedure server_init()


Begin



//bind to a port

ServerSocket.bind(port);
//accept connection from client


Socket = ServerSocket.accept();


//get output and input stream


Outputstream  = socket.getOutputStream();



InputStream = socket.getInputStream();


End

(ii)

Procedure client_init()


Begin



//connect to server

Socket.connect(address, port);

//get output and input stream



OutputStream  = socket.getOutputStream();



InputStream = socket.getInputStream();


End
(iii)
Procedure send (msg)


Begin



//send

OutputStream.write(msg);



OutputStream.flush();



//wait for ack



InputStream.read();


End

(iii)

Procedure recv ()


Begin



//receive message



msg = InputStream.read();



//send ack


OutputStream.write(ACK);



OutputStream.flush();


End

7. Class Client {


Procedure main



Begin




//connect to AS




Socket.connect(AS.address, AS.port);




//send request




Send(IDc || Pc || IDv);




//receive ticket




msg = recv();




If (msg is ticket) 





//connect to server





Socket.connect(V.address, V.port);





//send ticket





Send(IDc || Ticket);





//receive





Msg = recv();





If (msg == ACCEPT) {






Send_Service_Request()





End if




End if


End

}

Class AuthenticServer {


Procedure main ()


Begin



//bind to a port

ServerSocket.bind(AS.port);
//accept connection from cient


Socket = ServerSocket.accept();



//receive request from client



Msg = recv();



//now we have IDc || Pc || IDv



If  (check(msg) == true) 



//send ticket




Send(encrypt(
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Else




//refuse request




Send(MSG_REFUSE);


End if 
End
Class Server {


Procedure main ()


Begin



//bind to a port



ServerSocket.bind(V.port);



//accept connection from client



Socket = ServerSocket.accept();



//receive request from client



Msg = recv();



//Now we have IDc and 
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If (decrypt(
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).IDc == IDc)




//send ACCEPT to client




Send (ACCEPT);




Provide_Service():



Else




//refuse request




Send(MSG_REFUSE);



End if


End 

}
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