A Specification-Based Approach
to Reasoning about Pointers
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Motivation

- Traditional static analy5|s technlques for s
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Example: Shape Analysis

01l: typedef struct list {
02: struct list *n;

03: int data;

04: } List;

05:

06: List *splice(List *x, List
07: List *t = NULL;

08: List *z = y;

09: while (x != NULL) ({
10: t = x;

11: X = t->n;

12: t->n = y->n;

13: y->n = t;

14: Yy = y->n->n;

15: }

16: return z;

17: }




Example: Shape Analysis
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Example: Shape Analysis

“Statlcally verlfy that |f the |nput I|sts X and y
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Example: Shape Analysis

“Statlcally verlfy that |f the |nput I|sts X and y
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Example: Shape Analysis

Shape analysis helps with some properties:

® |s a memory location referenced by more than one
other location?
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Example: Shape Analysis

Shape analysis helps with some properties:

® |s a memory location referenced by more than one
other location!?

® |s a location accessed through a dangling references!?
® Are memory leaks present!

But it does not help with other properties:

® Does the splice operation do what it is supposed to do
(i.e., does the operation interleave the elements of the
incoming lists)?



Specification-Based
Approach

® Provide a generic pointer component

LA ; PR g - : . 1 = AL AL A% p e L S O Ty O LN nl " A 3 - 3
. T 1)) o 5 » 3 h ¥ y \d % d A : & ] X . E LT - L=
s <L LS Y » a2 I | h - i . L PN _ i g F\ -n'".,ﬂ A i Lo LR 1 s L el s b=
A ) Gl g . | ( : = - o P B L _l:, T = 1 X =
-, N SRR NN e R AN TR R ._,_:, iﬁn gy T 1Al S D ouiticall @D ) ?!, sy 2 s P Lk e s AT A '
P A R Ny e i, el O L Tt ol L AT R o o R e, o e X Dy 'y Pl e oo ey R P S i R e S I S T Rl S -

o



Mathematical Model

Concept Location_ Linking_ Template (type Info);

Defines Location: Set;
Defines Void: Location;

, Var Target Locatlon — Locatlon
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Mathematical Model

Concept Location_ Linking_ Template (type Info);

Defines Location: Set;
Defines Void: Location;

Var Target: Location — Location°
;Var Conte,nts. Locatlg)n — Inf@
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Mathematical Model

Concept Location_ Linking_ Template (type Info);

Defines Location: Set;
Defines Void: Location;

Var Target: Location — Location;
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A System of
Linked Locations




Operation Signatures

Concept Location_ Linking Template (type Info);
Type Position;
Operation Take_New_ Location (updates p: Position);

Operatlon Abandon Location (clears p P051t10n)
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Redirect Link

Operation Redirect_Link(preserves p: Position;
preserves q: P031t10n)
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Target = { waS + LIS, ...
Contents = { wWAS ~ a,

PAR > 3,
LIS +> J, ...}
Is_Taken = { WAS - true,
PAR - true,
LIS v true, . S
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Target = { WAS + PAR, ...
Contents = { wWAS ~ a,

PAR > 3,
LIS +> J, ...}
Is_Taken = { WAS - true,
PAR - true,
LIS v true, . S
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Implementation

Operation invocations such as

® Relocate(p, q)
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Splice Operation

Operation Splice (preserves p: Position; clears q: Position );
updates Target;

) preco_ndltlon° p and q pomt to dlSJOlIlt and acychc smgly—hnked
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Splice Operation

Operation Splice (preserves p: Position; clears q: Position );
updates Target;

o precond1t10n° P and q pomt to dlSJOlnt and acychc singly-linked
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Splice Operation

Operation Splice (preserves p: Position; clears q: Position );
updates Target;

o precondltlon p and q p01nt to dlSJOlnt and acychc smgly llnked _
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Definitions

Is_ Reachable_in (hops: N; p, q: Location): B

Is_ Reachable (p, q: Location): B
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Definitions

Is_ Reachable_in (hops: N; p, q: Location): B

Is_ Reachable (p, q: Location): B
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Definitions

Is_ Reachable_in (hops: N; p, q: Location): B

Is_ Reachable (p, q: Location): B
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Definitions

Is_ Reachable_in (hops: N; p, q: Location): B

Is_ Reachable (p, q: Location): B
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Lightweight Specification

Operation Splice (preserves p: Position; clears q: Position);
updates Target;
-. requlres ( 3 k1, k2 N>
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Splice Procedure

Operation Splice (preserves p: Position; clears q: Position );
updates Target;

Procedure
Var r: Position;

Var s: Position;

i Relocatelr, pl.
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While (not Is_At_Void(q))
do

ot w»»@

P k ‘l w

i Sl Bl S S0t '. A\
e 1re 1N 8 i S
- -_'..' = R ! E\‘.. -“q..* . '.,.l. — h 41 _ % ﬁ. Jy I.‘n'. Bl

OO

ORORORO
(J )



While (not Is_At_Void(q))

do
Relocate(s, r);

Follow Link(r);
Redirect_Link(s, q);
Follow_Link(s);
Follow_ Link(q);
Redlrect L1nk(s r)
- end;
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While (not Is_At_Void(q))

do
Relocate(s, r);

Follow Link(r);
Redirect_Link(s, q);
Follow_Link(s);
Follow_ Link(q);
Redlrect L1nk(s r)
- end;
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While (not Is_At_Void(q))

do
Relocate(s, r);

Follow Link(r);
Redirect_Link(s, q);
Follow_Link(s);
Follow_ Link(q);
Redlrect L1nk(s r)
- end;
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While (not Is_At_Void(q))

do
Relocate(s, r);

Follow Link(r);
Redirect_Link(s, q);
Follow_Link(s);
Follow_ Link(q);
Redlrect L1nk(s r)
- end;
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While (not Is_At_Void(q))

do
Relocate(s, r);

Follow Link(r);
Redirect_Link(s, q);
Follow_Link(s);
Follow_ Link(q);
Redlrect L1nk(s r)
- end;
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While (not Is_At_Void(q))

do
Relocate(s, r);

Follow Link(r);
Redirect_Link(s, q);
Follow_Link(s);
Follow_ Link(q);
Redlrect L1nk(s r)
- end;
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While (not Is_At_Void(q))

do
Relocate(s, r);

Follow Link(r);
Redirect_Link(s, q);
Follow_Link(s);
Follow_ Link(q);
Redlrect L1nk(s r)
-~ end;
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Splice Procedure

Procedure
Var r: Position;
Var s: Position;
Relocate(r, p);
While (not Is_At_Void(q))
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Splice Procedure

Procedure
Var r: Position;
Var s: Position;
Relocate(r, p);
While (not Is_At_Void(q))




Splice Procedure

Procedure
Var r: Position;
Var s: Position;
Relocate(r, p);
While (not Is_At_Void(q))
decreasing ???
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Splice Procedure

Procedure
Var r: Position;
Var s: Position;
Relocate(r, p);
While (not Is_At_Void(q))
decreasmg Dlstance(q, V01d)
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Loop Invariant Proof

Procedure
Var r: Position; 1. Initialization — Is
Var s: Position; the invariant true at
Relocate(r, p); the start of the loop!?
While (not Is_At_Void(q)) 2. Maintenance —Is
decreasmg Dlstance(q, V01d) | the invariant true from
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Loop Invariant Proof

Lemma #1: Is_Reachable(q, Void);
Lemma #2: Is_Reachable(r, Void);
Lemma #3: Is_Reachable(p, r) or Is_Reachable(p, q);
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Splice Operation

Operation Splice (preserves p: Position; clears q: Position );
updates Target;

o precondltlon p and q p01nt to dlSJOlnt and acychc smgly llnked _
il SIS BLOCHODS, AU R.E st 12l casloR loRR a2 4 2. |

H .'.- e k- '-.-- '.. g
E T - - i
.f I N e | T ST LR R L S

ORORORORE R ORORORORS
( (J



String Notation

The following notations are defined in a module that specifies the
properties of mathematical strings.
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Definitions

Is_Info_Str(p, q: Location, a.: Str(Info): B

& d - oy = e " o : . e :.".' . ih:‘ 1 ”.f".;. |-|._..-I : [ ..“:..__-.|_ ISR :._:r'—. :]'-:-r- o SN ‘.:| .i.._-_r. * PR,
"'“-‘li.r-.‘l 3 q \-..:. - __. Pt I_“j' -.; } L . = A2 "i o e i ‘-51;,‘. of P -L.I r__n'l. el x l._a-:.lpl-.-‘_: .,.,._'I-"_ o b o e - . h oy : -'-l £ - . L Rl L ET -
By i . ~ s o - . " . - o b = - o . - b = o : ] : [ . Famn - T 1 L T, - e, 5
'.-.'_ -:l:._h-! |.: .F - .'."1.: . ".i:h.. e |: ..I_.l .- e _-_._1_ : e 'k “ ¥ _"I:'i ‘-L :..'_“. e L= -'I.i.. . -I"l,t'_‘- Il-l-. F_._'.E-,. a Hh 'IT":: ':‘_ .”'._.'_I i ."T-i.%.;-:- - . - .-l_hn. f II' _r?‘ e :-t I-I:.' 'b_.- r.___"“!'___ -4 :,.. 1 e e .....pﬁ r.- . "_:_qu_ SRR .".'.- e .,-:.|

0-0-0-0



Definitions

Is_Info_Str(p, q: Location, a.: Str(Info): B
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Heavyweight Specification

Operation Splice (preserves p: Position; clears q: Position);
updates Target;

requires ** Same as in lightweight specification **

ensures (Vt Locatlon if not Is Reachable(#p, 9) and
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Let rq_shuffle be a
perfect shuffle of info

strmgs ro and qo. ._>._>._>®
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Loop Invariant

maintaining ( V t: Location, if not Is_ Reachable(#p, t) and

not Is_ Reachable(#q, t) then Target(t) = #Target(t) ) and
(Vpr ro, qo, old _Po, old qo Tq_ shufﬂe Str(Info)

.._5-_"‘: -1-—71‘,---‘"- H-t P l "-'l'-. ',".'1. '-_';,::.‘ ""-l'r" I.'-',r- .1:-"‘"—#.'
~a D.T. DO RS I

L et § £ - - "

A s g L -;5; S ‘. T iy E. -':'-' o e s g ey Than s Rt L B oo ) ey
ok - ol S L .- 3 N . " -

P ot T "'" jT i o b L ?J'H P e (R T T P P s B g (ot e S N | o P e o )




Loop Invariant

maintaining ( V t: Location, if not Is_ Reachable(#p, t) and

not Is_ Reachable(#q, t) then Target(t) = #Target(t) ) and
(Vpr ro, qo old_po, old qo rq_ shufﬂe Str(Info)
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Sketch of Proof

Initialization

We need to show pr o rq_shuffle <!> (old_po, old_qo)
Since p = r, it suffices to show

empty strmg °pq_ shufﬂe_s'z (old po old qo)

ot r oy i : TR L e T P R Seg wacE e ESE L e ; R SR
= '-- J A 'r ----.:41' n -I" I' -'I'..n?— ‘-l -ﬁ:.l" ':,'J— H e ""'-" 4 .: - e - 1" L..':.' = 2 -1_ r.'_"-".-'l-,l.*'r p-"' ..- _'-\-ii"g,:.}"h- '-,;_—..'" PR T LY ] ." it ‘:. -.‘-'.._.1 -!‘-I.l.' L T _ ) .‘!' ! i - _"-‘,r-‘ ol ama X

: it 1 h o y et 4 3 ..'.'r. ' '_. e . - o byl e - . b [ Gttt i
B R FAE A T : >, - Sl ey L rl 1 " s - ;.. o ] - =ik g U S & : e S ot {n - k- i r



Sketch of Proof

Maintenance
Assume: pr o rq_shuffle <!> (old_po, old_qo)
Show: pr’ o rq_shuffle’ <!> (old_po, old_qo)
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Summary

Traditional Analysis  Specification-Based
of Pointers Approach
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Related VWork

® Region-based shape analysis

® | ogic of stores
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Objective

Allow programmers to reason about pointers and
programs that involve pointers using the same
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Approach

Introduce a fully specified component into the
programming language that captures the functional
‘and performance behawor of pomters
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Shape Analysis

Memory Abstraction

Shape
| Abstraction |
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Shape Analysis

Overview

Reason about invariants that describe the
“shapes” of dynamic data structures.

® A memory location is not referenced by more
than one other location.

A tree structure is maintained by a program.
A list does not contain cycles.

No accesses through dangling references.

Memory leaks do not occur.
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Shape Analysis

Input state and abstraction

Configuration



Shape Analysis

Output state and abstraction

Configuration
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Shape Analysis

L2 presents a problem

Configuration
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Shape Analysis

L2 with acyclic output

Configuration
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Definitions

Definition Var Is_Reachable_in (hops: N; p, q: Location): B
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Definitions

Definition Var Is Reachable (p, q: Locatlon) B
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Definitions

Defimtlon Var Distance(p, q: Location): N
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Definition

Definition Var Is_Info_Str(p, q: Location, a: Str(Info): B
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