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Abstract—A cyber-physical system (CPS) is a composition of
independently interacting components, including computational
elements, communications and control systems. Applications of
CPS institute at different levels of integration, ranging from
nation-wide power grids, to medium scale, such as the smart
home, and small scale, e.g. ubiquitous health care systems
including implantable medical devices. Cyber-physical systems
primarily transmute how we interact with the physical world,
with each system requiring different levels of security based
on the sensitivity of the control system and the information it
carries. Considering the remarkable progress in CPS technologies
during recent years, advancement in security and trust measures
is much needed to counter the security violations and privacy
leakage of integration elements. This paper focuses on security
and privacy concerns at different levels of the composition and
presents system level solutions for ensuring the security and trust
of modern cyber-physical systems.

I. I NTRODUCTION
The research relating to cyber-physical systems (CPS) has
recently drawn the attention of academia, industry, and the
government because of its wide impact to society, economy,
and environment [1]. While still lacking in formal definition,
cyber-physical systems are largely referred to as the next
generation of engineered systems with the integration of communication, computation, and control to achieve the goals of
stability, performance, robustness, and efficiency for physical
systems [2]. While ongoing research work focuses on achieving these goals, security within CPS is largely ignored [1]. As
cyber-physical systems are being widely integrated in various
critical infrastructures, however, any security breaches to these
systems could have catastrophic consequences. For example, if
a vehicle-to-vehicle communication network is compromised,
accidents would occur when wrong distance information is
transmitted. In fact, the emergence of autonomous cars has
further deteriorated the problem since passengers have to trust
all decisions made by the vehicles.
Besides security concerns, CPS privacy is another serious
issue. Cyber-physical systems are often distributed broadly
across wide geographic areas and typically collect huge
amounts of information for data analysis and decision making.
The collection of information helps the system make smart
decisions through sophisticated machine learning algorithms.
Data breach, however, could potentially happen in any part
of the system, including the stages of data collection, data
transmission, data operation, and data storage. Again, most of
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the current CPS design methodologies do not consider data
protection, leaving the collected data in jeopardy.
In this survey paper, we discuss a diverse set of cyberphysical systems with different complexity and integration
scale. The massive deployment of advanced metering infrastructure (AMI) and home energy management system has
mandated a transformative shift of the classical grid into
a more reliable and secure grid, resulting in the so called
smart grid. This emerging infrastructure consists of four parts,
namely power generation, transmission, distribution, and end
use. The latter part, end usage, has also been enjoying a shift
towards the integration of intelligent control systems, creating
the notion of home automation systems. Such systems will
also be extensively discussed in this survey paper. Finally,
the last part introduces the smallest scale of CPS, namely
health care systems, such as wearable and implantable medical
devices (IMDs). Health care devices can be wore or implanted
to control and regulate functions of many organs inside the
body. Health care devices communicate via wireless sensor
networks They are vulnerable to networks attacks and may
also be compromised at the device level.
A plethora of security and privacy solutions exist for the
three aforementioned categories of cyber-physical systems.
Solutions discussed in this paper include network level security, physical unclonable functions (PUFs), machine learning
approaches and firmware diversity. The rest of the paper
is organized as follows: Section II presents challenges and
solutions for smart-grid security, while Section III focuses on
home automation systems. Finally, Section IV discusses the
lowest level of integration, health-care systems, followed by
conclusions in Section V.
II. S MART G RID S ECURITY
A prominent example of a nation-wide CPS is the power
grid. The structure of power grid indicates a complex cyberphysical system, designed to support the needs of a growing
population. For example, in 2013, U.S. grid could carry over
1,063 gigawatts of power while continuously balancing supply
with fluctuating demand [3]. Figure 1 illustrates the cyberphysical perspective of power grid. The power grid components (generation, transmission, distribution and consumption)
are equipped with cyber-systems including communication
networks, control automation systems and centers, and Intelligent Electronic Devices (IEDs). Utilities participate in energy
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A. Challenges for a Secure and Resilient Smart Grid

devices prior the shipment to the target location [9] or devices
might be infiltrated inside the trusted perimeter, deliberately
or not, by personnel.
2) Communications: The modernization of power grid
leads to a tightly interconnected system, increasing the number
of connections and resulting in the creation of new paths to
potentially undermine communication systems. Virtual Private
Networks (VPNs) and firewalls constitute an essential part
of the newly shaped zones. Although VPNs create secure
encrypted connections, they do not prevent attacks since they
protect only the tunnel and not the client or the server device
[10]. Poor firewall configuration settings can also be detected
and leveraged by attackers as entry points into the system [11].
The existing smart grid protocols migrate their vulnerabilities to the grid components. For example, Modbus was
designed for low-speed serial communication in process control networks; it is not designed to address security issues.
Thus, several attacks are possible, such as broadcast message
spoofing and response delay attack [12]. In addition, attackers
can impersonate authorized users by spoofing their identity
[13].
Databases used in industrial control systems are often connected with web-enabled applications located on the business
network. Therefore, attackers can exploit the communication
channel between the two networks and hence bypass the
security mechanisms used to protect the control systems environment [14]. Furthermore, false data injection attacks (e.g.
faking meter data - replay attack) can mislead the outcome of
state estimation routines [15] causing a huge financial impact
on electricity markets [16].

Successful smart grid integration requires the establishment
of security mechanisms in order to face persistent challenges.
In the past, several real world examples have shown that
the power grid is exposed to various threats that can lead
to severe consequences. The Stuxnet incident (discovered in
2010) and its cousins Duqu, Flame and Gauss are few of the
most significant cases of targeted attacks [4]. Duqu, Flame and
Gauss focused on traditional espionage scopes. On the other
hand, Stuxnet [5] presented a foundational shift in malware
with its ability to usurp the operation of an Industrial Control
System (ICS) and manipulate Programmable Logic Controllers
(PLC) while spreading through injected portable media drives
using four zero-day vulnerabilities.
Existing research on smart grid cyber-security challenges
is mainly categorized into two major groups: Methods that
could compromise systems and devices, and methods that
could impact the communication of the smart grid.
1) Systems and Devices: The coupling between the power
control applications and embedded cyber-systems expanded
the attack surface. Many integrated control devices are running
firmware and operating systems with published bugs and
vulnerabilities (e.g. buffer overflows) making them vulnerable
to attacks [6]. Adversaries can develop malicious software
and spread it on Supervisory Control And Data Acquisition
(SCADA) systems, PLCs and IEDs [7]. In addition, many
devices lack authentication support, allowing unauthorized
users to gain access and manipulate system settings and
operations [8]. Furthermore, malware might be installed on

B. Security Countermeasures for Smart Grid
Since threats are constantly evolving, proper defenses require advanced cyber-security mechanisms. In order to maintain the reliability and stability of the smart grid as a system,
security technologies related with smart grid devices, networks
and management systems are essential, both at the device and
at the network level.
1) Devices: As discussed previously, the smart grid is an
evolved grid system of new and legacy devices. Protecting
these devices from adversaries should first focus on securing
their executed software. If the underlying binary code is
not trusted, then any other mechanisms implemented at the
application level cannot be trusted. For example, an IED can
be protected using a collection of interdependent routines (e.g.
encryption algorithms) embedded into the firmware code of
the device [17]. Firmware diversity methods have the ability
to significantly slow down a large-scale compromise of smart
meters [18]. In addition, remote code verification can be
achieved using attestation techniques, enabling an external
entity to detect stealthy malware [19]. Intrusion Detection
Systems (IDS) are also widely deployed to detect unwanted
entities into a system by using signature-based, specificationbased, or anomaly-based techniques [20].
The task of providing security services for the smart grid
heavily depends on authentication, authorization and message
integrity of smart grid devices and systems. As a result, developed authentication schemes adopt public key cryptography

Figure 1: Cyber-physical infrastructure of power grid.

markets and coordinate with independent system operators
which monitor the operation of smart grid.
During the last few years, there has been an effort to
modernize the current grid by establishing dynamic and interactive power equipment communication. In addition, advanced
smart grid applications are deployed in order to enhance grid
efficiency and resiliency. The inadequate level of security
measures prior to the implementation of those technologies,
however, has led to a greater threat landscape. Therefore,
this section focuses on the challenges that arise due to the
deployment of smart grid technologies, as well as fundamental
countermeasures towards enhancing the security of the grid.
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concepts. Fouda et al. [21] proposed a lightweight two-step
mutual authentication protocol. In [22], the authors address
the authentication issue from a storage load minimization
perspective using a one-time signature scheme. For message
integrity, Zhang et al. [23] propose a 256-bit AES scheme as
a solution for the data transmission between two smart grid
devices in ethernet networks.
2) Network: The IEC 61850 communication standard intends to replace DNP3 in substation communications and can
be potentially used for outside substation communication in
future power systems [24]. Towards protocols security, in [25]
the authors propose a prototype multicast system using a
cross-layer approach to handle and secure substation’s intercommunications in IEC 61850 power networks. In order to
fulfill authentication requirements, there is a need to incorporate more efficient schemes during the design or upgrade
of communication protocols [26]. Furthermore, homomorphic
encryption protocols can be used to aggregate smart meter
communications to a gateway [27], [28]; due to their performance implications, however, the trade-off between security
and efficiency must be examined thoroughly [29].
Due to the bi-directional information flow of smart grid,
switches, firewalls and gateway controllers are critical for
cyber-security, as they can contribute to the necessary network
separation (demilitarized zones (DMZs), traffic control on
information flow [30]). The networking of these components
for wired, wireless and sensor networks should ensure routing
security and improved resiliency against cross-layer traffic injection [31]. Moreover, their communication channel capacity
must be appropriately defined to guarantee security against
eavesdropping.
3) Management: Cryptographic approaches have become
primary countermeasures against malicious attacks. In addition
to encryption and authentication procedures, key management
processes are also part of cryptographic methods. For example, Public Key Infrastructure (PKI) can contribute towards
establishing trust between different identities using digital
signatures. Despite the constraints regarding cryptography and
key management [32], research has shown that PKI technology
could be prospectively deployed into the smart grid [33].
The management of data transmission and data access of
smart grid equipment exacerbated concerns on data objects
security. In response to the concerns, IEC 62351 has proposed role-based access control for substation automation [34].
Implementations of access control models could potentially
establish trust and role assignments for users in different smart
grid domains [35].
III. S MART H OME S ECURITY
Besides the nation-wide aspect of the smart grid, recent
work has also highlighted the importance of sophisticated
end-use controls of the smart-grid. For example, given a 5%
improvement of the energy usage on the residential side, the
resulting energy savings and reduction of carbon emission will
be similar to removing 53 million cars [36]. The wide adoption
of smart home systems also breeds security concerns.

Figure 2: Typical Smart Home infrastructure

A. Smart Home Infrastructure
The smart home infrastructure features the automatic control
of the end usage of electricity. It employs the smart meter
in the household of each customer as a controller, which
schedules the energy consumption of the home appliances
according to the electricity pricing information and the need of
the customer. Given the guideline electricity price provided by
the utility, the smart meter uses various smart home scheduling
techniques to shift the energy consumption from peak pricing
hours to the non-peak ones, thus reducing the electricity bill.
For the utility, a sophisticated designed guideline electricity
price can help balance the energy load of the power grid. This
helps mitigate the pressure of the generation, transmission and
distribution systems due to peak energy usage and the pollution
due to excessive power generation. Figure 2 shows a sample
smart home infrastructure.
Various smart home scheduling techniques have been developed, depending on the configuration of the home appliances
for a single customer. Among multiple customers, since the
customers are always charged based on the total energy
consumption of the whole community and the contribution
of each customer in the past time window, the electricity
bill of each customer depends on the energy consumption of
other customers as well as that of their own. Thus, a game
theoretic framework is commonly deployed to solve the smart
home scheduling problem among multiple customers. Recent
research shows that the smart home scheduling technique can
reduce the electricity bill of the customers by 34.3% and the
peak to average ratio (PAR) of the energy load by 35.9% [36].
B. Smart Home Cyberattacks
Unfortunately, smart home cybersecurity, which is a very
important aspect of the smart home system research, is much
less studied despite its criticality. Smart home cybersecurity
addresses security challenges at both system and device levels.
For the device level hacking, multiple public media have
reported the exploration of vulnerabilities in smart devices
[37], [38]. Smart meters suffer from similar threats which
make them vulnerable to cyberattacks. For example, Texas
Instruments provides an all in one smart meter design solution
using the AMR/AMI platform [39]. The main focus is to
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Figure 3: Pricing cyberattacks and energy theft.

provide interfacing libraries for these modules and a reference
design [40] for reducing the development time and cost.
However, the AMR/AMI platform does not take security
into consideration and can be easily exploited by various
attacks with or without physical access. In fact, an important
component in a smart house for HVAC control, the Google
Nest Thermostat, has recently proved to be insecure [37].
After identifying and reviewing the components of a Google
Nest Thermostat, researchers found vulnerabilities in the device hardware infrastructure, or more specifically, the Texas
Instruments Sitara AM3703 processor. Through software code
reverse engineering and hardware analysis, the whole toolchain
was recovered which was then used to develop malicious
filesystem on Nest Thermostats. A compromised Google Nest
thermostat enables attackers to remotely control the device.
Similar to the smart thermostat, smart meters can also be
compromised so that hackers can remotely control the device.
The hacker can choose to manipulate the input guideline
electricity price or output energy consumption measurement,
which are known as pricing cyberattack and energy theft,
respectively. Figure 3 demonstrates the two types of smart
home cyberattacks.
1) Pricing Cyberattack: Customers conduct smart home
scheduling according to the guideline electricity price received
by the smart meter. Thus, the scheduling of the customers
will be misled if the guideline electricity price is manipulated.
This can impact the energy load in the power grid. Since the
customers are charged based on the energy consumption in the
past time window, the electricity bills of the customers can also
be impacted if the energy load is influenced. Demonstrated in
[41], attackers can manipulate the guideline electricity price
for two purposes:
•

•

The attacker can manipulate the guideline electricity price
to create a peak energy load.
The attacker can manipulate the guideline electricity
price to reduce his/her own electricity bill at the cost
of increasing those of others.

2) Energy Theft: In addition to pricing cyberattack, adversaries can manipulate the measurement of energy consumption
and tune it down. Thus, the electricity bill is significantly
reduced since the energy consumption is not totally charged.

If the energy theft amount is large, the utility has to shut down
the energy supply since the real energy load is much higher
than the measurement [42].
C. Multi-Level Smart House Security Protection
As the first step towards building highly secure hardware infrastructures for cyberattacks defense, hardware platforms within smart devices should be secured with resilient architectures. Considering the unique property of
hardware of no/minimal update frequency compared to its
firmware/software counterparts, security must be considered
from the early stages of the design flow. For example, a crossboundary security platform is developed that ensures trusted
execution of privileged kernel extensions and device drivers
[43], [44]. This has been achieved by co-designing a secure
Linux kernel running on a security-enhanced SPARC V8
compatible processor. This platform can be used for highlysecure smart meter development which supports customizable,
user-friendly security policy and monitoring capabilities in
the OS. The platform can also help balance the security and
performance for embedded hardware.
Defense techniques are also proposed at the system level,
countering cyberattacks in the smart home system. In [45],
the long term detection technique is developed based on
partially observable Markov decision process (POMDP) and
support vector regression (SVR). SVR is used to predict the
guideline electricity price from historical data. The cyberattack
is reported if the electricity bill and PAR corresponding
to the received guideline electricity price are significantly
higher than those corresponding to the predicted price. The
POMDP is then employed to compute the optimal action
(e.g. check the smart meters or ignore the cyberattack report)
considering the expected reward and the transient variance
of guideline electricity price. Based on that framework, the
authors in [46] propose the energy load prediction and defense
technique considering the impact of net metering on smart
home cybersecurity. In [42], energy theft is detected through
inserting feeder remote terminal units (FRTUs). The locations
of the FRTUs are computed by the cross entropy method
in order to minimize the cost for installing FRTUs while
maintaining the detection accuracy. These methods have been
proved to effectively detect different cyberattacks to smart
home systems.
D. Future Directions
While single-layer protection methods have been proved
successful, more sophisticated and powerful cyberattacks are
expected to be launched soon, similar to the StuxNet attack
to control systems (discussed in Section II-A). Cross-layer
cyberattacks on smart home are expected to be a major
threat: Attackers could spread malicious firmware to many
of the networked smart devices such that a sophisticated
attacking method could be performed. This attack will target
the whole smart home system and could be carefully designed
to evade existing single-layer protection methods, e.g., one
smart device’s outputs will still be within the allowed threshold
but the cumulative effect will compromise the security of the
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whole system. As a result, a salient defense technology clearly
needs to tackle various cyberattacks in a judiciously integrated
way rather than separately. Cross-layer protection schemes will
become the default in smart home protection.
IV. H EALTH C ARE S ECURITY
As the previous sections highlighted, security consideration
is largely ignored in high-end complex CPS such as the smart
grid and smart home systems. The same problem, regrettably, also exists in low-end networked embedded devices.
Fortunately, the increased reliance on remote and embedded
electronics as the basis for personal, commercial and military
command and control systems is driving the need for improved
security and trust in these cyber-physical systems [47]–[49].
Technology has been playing an important role in the area
of medical devices for patient diagnosis, monitoring and
treatment consisting of x-ray apparatus, magnetic resonance
imaging (MRI), surgical and other medical instruments. Given
a recent paradigm shift, emerging medical devices are not
only composed of passive devices controlled by human but
are moving towards more complex cyber-physical systems
consisting of active devices [50], [51], including computational
embedded systems with sensors and actuators to analyze
and control the physical processes. Ultimately, cyber-physical
systems transform how we interact with the physical world,
where each system requires different level of security based on
the sensitivity of the information and control system. Health
care related CPS in the areas of implantable medical devices
(IMDs), body area networks (BAN) [52] and wearable devices
[53] with limited computational capability and communication
complexity and challenged battery life requires privacy, security and trust.
Subversion of integrated circuits in the supply chain is just
one recent area of security concern, of many, where adversaries
can manipulate, sabotage and/or destroy electronic components slated for installation in later commercial electronics,
critical infrastructures [54]–[58]. In the case of, for example,
IMDs such as pacemakers, defibrillators, and nerve sensors,
any effort to remove potentially compromised chip/bug or to
have any other security fix would require a surgery. Therefore,
security and trust play an extremely critical role.
A. Challenges in Health Care CPS
In health care, fundamentals enabling privacy, assurance and
secure communication of medical device are very important.
There are many key factors influencing the development of a
robust and autonomous health care CPS, including the proprietary nature of medical-device lacking standard interfaces
and communication protocols. Strict HIPAA (Health Insurance
Portability and Accountability Act) [59] privacy regulations
complicate the information exchange even further. Below we
discuss these issues in detail.
1) Privacy and Quality Assurance: The networking for
distributed sensing and control can range from dedicated networks to wireless sensor networks for monitoring and sharing
the information with other facilities. Federal Communications

Commission (FCC) has allocated the bandwidth range of 402–
405 MHz for medical implant communication services [60].
Networking services include channel arbitration, link establishment, routing, and data transmission. In the ubiquitous
embedded devices, with seamless integration with the physical
environment, personal wireless communication has become
an integral part of communication. All the inherent security
threats of wireless communication involving impersonation,
eavesdropping and jamming [61] can be exploited in more
complex cyber-physical systems and can be used for security
threats from passive eavesdroppers, to active adversaries, e.g.
to use life threatening attacks like sending electric shocks
using the implanted medical devices.
2) Security and Trust in Abstractions: An important driver
of emerging security and trust problems is globalization.
Nearly every step of the modern design process, from architecture, through RTL, layout, manufacturing, packaging,
distribution and system integration is farmed out to individual
companies located all over the world [62]. This has raised
serious concerns over the trustworthiness of components in
the supply chain, where substitutions of malicious clones and
sub-standard components, are becoming increasingly easier for
adversaries because of the lack of component identification
information and corresponding tracking mechanisms.
Moreover, tools for the evaluation of security and trust, e.g.,
those that determine whether large complex 3rd party intellectual property (IP) components do what they are supposed to do
and nothing more, are non-existent in modern design and test
flows. IP that serves as interface, such as USB driver, opens
up additional information leakage vulnerabilities beyond the
standard concerns that the IP possesses hidden kill switches
or other types of malicious functionality. Compounding the
problem is the fact that malicious insertions can occur at
any abstraction level including RTL, structural and layout,
with each requiring different types of detection methods.
Fundamental changes are required in the integrated circuit
(IC) design flow and authentication processes to combat these
vulnerabilities.
B. Security Countermeasures for Health Care System
Developing a comprehensive framework for secure IMD
design requires knowledge about the possible security and trust
issues [63], at the device level as well as the world wide sensor
web or other communication crucial in the area of health
care. The networks are widespread in many systems, providing
connectivity and bringing convenience but on the other hand
expose the systems to be easily inspected and probed by
attackers. Security at the device level is important to make
sure that the correct device is being used (i.e. identification
and authentication of device), the device is doing what it
is supposed to do, and no Trojans [64]–[68] are configured.
We now present both the network and device level security
solutions for the health care.
1) Network Level Security Solutions: Major concerns in
CPS communication include keeping the data private and
allowing only authorized access. Network attacks can be
implemented at the physical layer as well as the software layer.
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Furthermore, attackers may attempt to physically probe the devices, altering their behavior or intercepting the physical properties of power consumption and timing behaviors to analyze
the secrets and masquerade them. Proposed solutions include
fault recovery mechanisms [69], [70], temper resistant methods
[71] and better attack detection to take preventive actions
[72]. At software level, several data security solutions have
been discussed in wireless sensor networks [73]. Light weight
protocols incorporate symmetric mechanisms like SPINS [74]
and TinySec [75] providing security using SNEP and Skipjack
or RC5 ciphers, respectively. Other security solutions include
uTESLA [74] for broadcast authentication, and INSENS [76]
for intrusion tolerant protocols.
2) Device Level Security Solutions: Device can be identified using a unique label stored in a nonvolatile memory, and
later authenticating the device by reading the stored response.
This kind of authentication is prone to attacks where adversary
can read the memory and can masquerade the identity. Many
software solutions exist [52]; and a lot of work has been done
at the hardware level where fingerprints are generated using
physical unclonable functions (PUFs), utilizing the process
variations which are unique to a given device and cannot be
cloned. This section focuses on the existing solutions provided
in latest research work using PUFs.
Physically unclonable function use for authentication could
potentially provide an efficient hardware solution: Each device
generates a unique signature/fingerprint by deriving random
but reproducible bitstring from the underlying manufacturing
variations in the printed and implanted features of wires and
transistors on an IC [77]. Since the variations are unique
in each device, the bitstrings generated are also unique for
different devices. Impersonation is nearly impossible because
it would require control over the fabrication process that is
well beyond current capabilities.
PUF maps a set of digital challenges to a set of digital
responses by exploiting these physical variations in the IC.
The analog nature of the entropy sources makes PUFs ‘tamperevident’, whereby invasive attacks by adversaries to probe the
PUF damages it. PUFs have been proposed that are constructed
using variations in transistor threshold voltages [78], delay
chains and ROs [79], [80], FPGAs [81], SRAMs [82], leakage
current [83], [84], the path delays of core logic macros [85],
microprocessors [86] and memristors [87]. Other characteristics of PUFs include uniqueness, randomness and reproducibility. These properties, and PUFs being nonreplicable are very
promising primitives for the purpose of producing embedded
bitstring used in applications, such as cryptographic keys
generation for data encryption, authentication, and hardware
metering. PUF can be classified as strong PUF or weak PUF
based on the number of random bitstrings it can generate,
where strong PUFs are more suitable for authentication.
Some of the recent innovations use path delays of existing
logic/macros as a source of entropy, instead of having many
copies of identical specialized circuitry to measure the process
variations. For example, a hardware-embedded delay PUF
called HELP has been described in [85], where hardwareembedded refers to the property that the secret bitstring is
derived from the measured path delays in the implementation

of an Advanced Encryption Standard (AES) module. The
generated bitstring is later used as the key for the AES unit
itself when it is run in functional mode. The overhead of the
HELP PUF is very low because the source of entropy used to
derive the key is the functional unit itself. HELP PUF is thus
a good candidate to be incorporated on the secure elements
of the cyber-physical systems. Another PUF that can meet the
efficiency and resource constraints of devices in health care
CPS is NVM PUF [87], which requires no error correction or
helper data.
V. C ONCLUSIONS
In this paper, we emphasized the importance of protecting
cyber-physical systems at various scales, including nation wide
CPS, such as the smart-grid, to medium scale CPS, e.g. home
automation systems, all the way to minuscule systems such
as implantable medical devices. The survey highlighted the
security and privacy concerns of various components of such
systems, and discussed potential solutions towards enhancing
the robustness of critical cyber-physical systems.
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