COT 5937 Summer 2003

Final Exam

Closed Book Portion

(Directions: Answer exactly 80 points worth of questions.)

Please Circle all Questions Answered:      1     2     3     4     5     6     7     8     9     10

1) (10 pts) Consider a substitution cipher where 52 symbols were used instead of 26. In particular, each symbol in the cipher text is for either a lowercase English letter, or an uppercase English letter. (For example, let E be the encryption function then we could have E(‘S’) = ‘p’ and E(‘s’)=’m’.) Such a modification augments the key space to 52! Does this provide added security compared to a standard substitution cipher? Why or why not?

2) (10 pts) You have found one small piece of matching plaintext and ciphertext for a Hill cipher using a 2x2 matrix key with mod 17 entries. In particular, the plaintext (12, 5) maps to the ciphertext (14, 10). (Note that these entries typically appear as column vectors when the encryption is applied.) Using this given information and nothing else, how many possible keys could there be? List two of these possible keys.

3) (10 pts) Let R be the ring defined by polynomials with coefficients in Z2 with all computations reduced modulo x6+1. Which of the following properties also hold for R? Prove your answers.

a) Multiplicative Identity

b) No zero divisors

c) Multiplicative Inverse

4) (5 pts) Determine φ(33567). 

5) (15 pts) Find GCD(x9+ x7+ x6+ x5+ x2+x+1,  x5+ x4+1), where both polynomials have coefficients in Z2. Please show the quotient and remainders from each step of Euclid's Algorithm.

6) (10 pts) What is the value of 123241 mod 35? (Please give your answer as an integer in between 0 and 34, inclusive.) Full credit will only be given if you calculate this value efficiently, using information presented in class.

7) (10 pts) Brian uses an RSA system with public keys n (the modulus) and e1 (public exponent) with a matching private key d1. Brian creates RSA keys for his friend Meg using the same public key n, but a different public exponent e2 and matching private exponent d2. While Brian was being careless, you discover the values of d1 and d2. Though you do not wish to read message intended for Brian or Meg, you do wish to read messages directed towards Sarah, who also uses the public modulus n with the public exponent e3. Outline a strategy that may help uncover Sarah's private exponent, d3.

8) (5 pts) Why can the Diffie-Hellman key exchange not be used by itself to communicate a secret message? 

9) (10 pts) In an RSA system, given n and φ(n), describe how to determine p and q. Use this method given n = 5293 and φ(n) = 5148.

10) (15 pts) Here is a sequence of exchanges between A, B and a Public Key Authority:

1. A → PKA
Request, Time1
2. PKA → A
EKrauth[KUb, Request, Time1]

3. A → B
EKub[IDA || N1]

4. B → PKA
Request, Time2
5. PKA → B
EKrauth[KUa, Request, Time2]

6. B → A
EKua[N1 || N2]

7. A → B
EKub[N2]

What is the overall goal of this exchange? Describe the purpose of each step and how each step aids the overall goal of the whole exchange. 
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COT 5937 Summer 2003

Final Exam

Open Book Portion

(Directions: Answer ALL BUT ONE question.)

1) (15 pts) Using the playfair cipher with the keyword "DOLPHINS" encrypt the phrase "SUPERBOWLBOUND"

2) (15 pts) Table 13.1(c) on page 382 of the text illustrates a public-key arbitrated message technique. However, this process uses triple encryption of the message. Modify this digital signature technique to avoid this triple encryption. Show that your modified technique accomplishes the same goal(s) as the original.

3) (15 pts) Given the following input matrix to the MixColumns transformation of the AES cipher, produce the term in the fourth row and fourth column of the output matrix.
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4) (15 pts) Solve the following recurrence using the Chinese Remainder Theorem:

x ≡ 31 mod 45

x ≡ 7 mod 8

x ≡ 64 mod 77

Your answer should be of the form x ≡ y mod 27720 where y is in between 0 and 27719, inclusive.

5) (15 pts) Do problem 13.13 in the text.:

Consider the following digital signature scheme:

Public elements: q (a prime number), 



   ( (a primitive root of q)

Private key: X (with 0 < X < q)

Public key: Y = (X mod q

To sign a message M, compute h = H(M). Assuming that gcd(h, q-1) = 1, h is used to calculate Z by solving Zxh ( X mod (q-1). Then, the message signature is (Z. (Note: if the initial value calculated for h is invalid, tweak the message until a valid h is produced. The text describes a method to do this.)

To verify the signature, raise the signature to the power h. This should yield Y.

a) Prove that the scheme works. Namely, show that if the signature is valid, then the verification process should indeed yield Y.

b) Show that this scheme does not prevent an attacker from forging an arbitrary message by describing a technique to forge an arbitrary signature.

6) (15 pts)  Let M' be the bitwise complement of M and let K be a DES key with bitwise complement K'. Prove that the bitwise complement of the DES encryption of M using key K is the DES encryption of M' using K'. (Mathematically, prove that if Y = DESK(M), then Y' = DESK'(M').)
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