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1) (20 pts) A plaintext x is a fixed-point if eK(x) = x. Show that for the RSA cryptosystem, the total number of fixed-points is equal to gcd(b-1,p-1)xgcd(b-1,q-1). (Note: b is the public encryption exponent.)

2) (20 pts) Compute the one-round DES encryption of the string 164 with the key 156. (Here is how steps 2 and 3, specified on page 71 of the text should change: 2. L1 = R0, R1 = L0 ( f(R0 ( Ki). 3. Apply IP-1 to the bitstring R1L1 to obtain the ciphertext y.)

3) (10 pts) Compute the Jacobi symbol (3502/8773).

4) (20 pts) Consider the following modification to the encryption function of the Rabin Cryptosystem: eK(x) = x(x+2B) mod n. 

(a) Find the decryption function dK(x).

(b) Using this system with p=7, q=11, and B=8, given that you have a ciphertext y=73, what are the four possible plaintexts that could correspond to this ciphertext value? (Please show all work and do NOT do an exhaustive search.)

5) (20 pts) Let (x,y) be a matching plaintext & ciphertext pair from a particular RSA encryption. Prove that gcd(x,n) > 1 iff gcd(y,n) > 1. Based on this result, explain why it is not a good idea to encrypt and send a plaintext message x, where gcd(x,n)>1 using the RSA cryptosystem. (Give a ciphertext –only attack in such a situation.)

6) (10 pts) Let p be a Mersenne prime. By definition, that means p is a prime such that  p=2q – 1, where q is also a prime. If 2q-1 – 1 is also prime, how many primitive elements are there modulo p, in terms of p?
