COT 5937 Summer 2003 Exam #1

1) An affine cipher maps each character to a linear function of the value of that character. For example, assuming that a=0, b=1, ..., z=25, the following is an affine encryption function:

e(x) = (7x + 12) mod 26

In general, an affine encryption function with keys A and B, takes the form

e(x) = (Ax + B) mod 26.

a) Find the corresponding decryption function for the specific encryption function given above.

b) What criteria can be used to determine whether a given set of encryption keys (A,B) is valid or not? Justify your answer.

2) Consider using the Hill cipher for an alphabet of size 25. (Assume we use all letters in the alphabet except for Z.) Here is the matrix used for encryption:

(  6   11  )

(  9   7  )

Find the corresponding matrix for decryption and decrypt the ciphertext “MSKL”.

3) During one round of DES, the input to the S-boxes is the 6 byte value AE2B7439F168. (The value is written in hexadecimal.) What output is produced from the S-boxes? Your output should be written in hexadecimal. 

4) Prove the following statement: if a group is cyclic, then it is an abelian group.

5) a) Define a group {G, (} as follows: G = {0, 1, 2, 3, 4, 5, 6, 7, 8, 9} and for all elements a and b of G, a ( b = (a+b) mod 10. Which elements of G generate the group? 

     b) Now, consider a more general group {G', (} which is defined as follows: G' = {0, 1, 2, ..., n-1} and for all elements a and b of G', a(b = (a+b) mod n, where n is a positive integer greater than 1. Given a value k(G', how can we determine if k is a generator of G without computing successive powers of k?

6) Given polynomials, p(x) = x5 + x2 + 1, q(x) = x4 + x3 + x2 + 1, and r(x) = x7 + x4 + x + 1 with coefficients in GF(2),  find the following values:

     a) p(x) + q(x)

     b) p(x) * q(x)

     c) (p(x) * q(x)) mod r(x)

7) In an application of AES, the RoundKey for round 6 was FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF, written in hexadecimal. Determine the corresponding RoundKey for round 7.

8) After a small clan of aliens landed on Mars, they decided to create a new language to separate themselves from their space cousins. For simplicity's sake, their language only contained 5 letters: A, B, C, D and E. An analysis of a sample of their language shows the following frequencies of letters:

	Letter
	A
	B
	C
	D
	E

	Frequency
	10000
	25000
	15000
	5000
	45000


These Martians soon discovered the shift cipher. In a recovered ciphertext, you find the following frequencies of letters

	Letter
	A
	B
	C
	D
	E

	Frequency
	20
	8
	70
	15
	40


For all possible shifts, calculate the mutual index of coincidence between the ciphertext and the observed letter frequencies. What letter is the most likely key for this shift cipher?

