Introduction to Cryptography – Exam #1

6/12/01

Lecturer: Arup Guha
1)(10 pts) One of the reasons the substitution cipher is insecure is that each language uses each of its letters at various frequencies, on average. What are some ideas you can use to create a monoalphabetic encryption scheme where straight frequency analysis would be inadequate? What are other cryptanalytic tools that would combat some of these ideas? (Hint: The ciphertext alphabet size does NOT have to equal the plaintext alphabet size.)

2)(5 pts) Encrypt the message, “the king is in grave danger” using the Vigenere Cipher with the keyword “HISMAJESTY”.

3)(10 pts) Using an affine cipher, the plaintext “word” encrypts to the ciphertext “UEXV”. What are the decryption keys for this particular cipher?

4)(15 pts) Using the summation definition of entropy, prove that H(X, Y) = H(Y) + H(X|Y). (Hint: attempt to algebraically manipulate the right hand side until it looks like the left hand side.)

5)(10 pts) Consider the following variant to the autokey cipher:


y1 = x1 + K mod 26


yn = xn + yn-1 mod 26, for all n>1.

     (Note: xi denotes the ith character of plaintext and yi denotes the ith character of 

      ciphertext. K, which ranges from 0 to 25 is the encrypting key.)

     Is this more or less secure than the autokey cipher? Why? Describe a ciphertext

     only attack on this scheme.

6)(15 pts) Consider using the Hill cipher for an alphabet of size 16. (Assume we only use the first sixteen letters of the English alphabet.) Here is the matrix used for encryption:

(  3   8  )

(  5   7  )

Find the corresponding matrix for decryption and decrypt the ciphertext “MCNE”.
7)(15 pts) Consider a cryptosystem in which P = {a,b,c}, K = {k1, k2, k3} and C = {1, 2, 3, 4}. Suppose the encryption matrix is as follows:

key\plaintext
a
b
c

k1
1
2
3

k2
2
3
4

k3
3
4
1

Given that the keys are chosen equiprobably, and the plaintext probability distribution is pP(a) = ½, pP(b) = 1/3, pP(a) = 1/6, compute H(C) and H(K|C) to three significant digits.
8)(15 pts) Let S1 and S2 be Vigenere Ciphers with keyword lengths m1 and m2, respectively, where m1 > m2. Let S3 be a Vigenere Cipher with a keyword of length lcm(m1,m2). Consider the product cryptosystem S2xS1. Prove that S3 ( S2xS1 if m1 = 3 and m2 =2. (Hint: Try to show that the keyspace of S2xS1 is smaller than the keyspace of S3.)

9) (5 pts) How many times should you use a particular one-time pad ________________


    for encryption?
