Introduction to Cryptography Summer ’01

Homework #2

Assigned: Tuesday, 5/22/01

Due: Tuesday, 6/5/01

Do the following problems from the textbook:

ppg. 39-43: 1.1, 1.4, 1.5, 1.11

Extra questions:

For questions a and b, let a, b, c, d and n be arbitrary positive integers.

a) Prove or disprove: if a ( b (mod n) and c ( d (mod n), then ad ( bc (mod n).

b) Prove or disprove: if a ( b (mod n), then a/c ( b/c (mod n), provided that both a/c and b/c are integers.

c) Find integers x and y that satisfy the equation 243x + 459y = -27.

d) Here is a matrix to use for the Hill cipher:  (  2  3  5  )







 (  1  0  4  )







 (  8  2  7  )

      Is this a valid encryption key for the Hill cipher for an alphabet of size 35? If so, what 

      is the corresponding decryption key? If not, why is this matrix not a valid key?

e) Consider creating a “quadratic” cipher as follows: e(x) = x2 (mod 26). Would this form 

     a  valid monoalphabetic cryptosystem? Why or why not? If so, what would the 

     corresponding function d(x) be?

f)  A message is called a fixed point if ek(x) = x. Note that this depends on the key. 

    Consider the affine cipher for N=26. Classify the keys according to how many

     fixed points there are.
