2004 Summer COT 5937 Program #2

El Gamal and the Discrete Log Problem

Assigned: 7/13/04 (Tuesday)

Due: 7/21/04 (Wednesdsay)

The heart of the security of the El Gamal cryptosystem is the Discrete Log problem. Here is the specific problem statement:

Given public values p, ( and ( where p is prime,  ( is a primitive root mod p, and ( = (a mod p, determine the value of a.

For this assignment, your goal is to use Shanks' Algorithm to solve the Discrete Log problem. For the entire class, I have chosen the public values

p = 238191222949

( = 492

However, due to security reasons, I have chosen different values of ( for the entire class. These are all listed on the next page. (Please don't do someone else's homework and find a for their (!!! If you happen to accidentally stumble across this information, DO NOT give it to them!!!)

You should turn in an electronic copy of the code you write to the TA (hzhang@cs.ucf.edu). Your code should allow the TA to enter in your value of Beta as the only input and should output the corresponding value of a. (Thus, I am asking you to hardcode in the values of p and ( for the ease of testing for the TA.) Also, you should verify that the value of a produced is correct by calculating (a mod p and comparing it to (.)
You will be graded upon the following criteria (roughly)

1) Implementing Shanks' algorithm correctly.

2) Producing the correct result.

3) Providing adequate documentation and reasonable style.

I'll go over Shanks' algorithm in class on Wednesday (July 14), but if you would like to get a head start, you can look it up in Stinson, in section 5.1, page 165-166.

Note: If it would be fun for you guys, I'll encode a short message for all of you. (It'll be different since you all have different assigned values of (.) You can use your value of a to break the message!!!

	Last
	First
	Beta

	Ahern
	Chuck
	43808232625

	Akyuz
	Ahmet
	13048278013

	Banville
	Brian
	26637292120

	Barraco
	Anthony
	82379511270

	Benchkroun
	Mohammed
	142841927385

	Campbell
	James
	151342388719

	Chertoff
	Dustin
	39815910346

	Cipolla
	Lucas
	104047679939

	Douglass
	Ben
	144070157052

	Edgmon
	Christine
	224739427015

	Emami
	Arash
	91254578416

	Fan
	Yun
	83279856876

	Hadlett
	Gaelen
	183132735411

	Jumani
	Adnan
	111458402306

	Li
	Song
	88528198221

	Manriquez
	Jose
	93895248387

	Nguyen
	Johann
	726352186

	O'Conner
	Matt
	140209089265

	Poon
	Chris 
	181481384158

	Rajan
	Sharon
	222298496281

	Sanmiguel
	Juan
	21316446604

	Shah
	Musawir
	99549695920

	Thomas
	Rajan
	56700719826

	Troung
	Cong
	143411061410

	Wagner
	Tracy
	82807046003

	Wang
	Yi
	206454186017

	Weaver
	James
	180735124113

	Whiteley
	Mike
	122366924914

	Young
	Brian
	22938976922


