Introduction to Cryptography Summer ’04

Homework #1

Assigned: Wednesday, 5/12/04

Due: Wednesday, 5/26/04

Note: All ciphertexts for this assignment will be included in text files linked off the course web page.

1)  Use the playfair cipher (as it is described in the text) with the keyword "CRYPTOGRAPHY" to encrypt the following plaintext:

PLEASE MEET ME AT THE PARK TOMORROW AT TWO PM IF IT IS RAINING I WILL BE BEHIND THE RED BENCH

2) A message is called a fixed point if ek(x) = x. Note that this depends on the key. Consider the affine cipher for N=35. How many valid keys are there? Classify each valid key according to how many fixed points it creates when used for encryption.

3) Using the extended Euclidean algorithm, find two integers x and y that satisfy the following equation: 403x+221y = 13.

4) Here is a matrix to use for the Hill cipher:  
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Is this a valid encryption key for the Hill cipher for an alphabet of size 35? If so, what is the corresponding decryption key? If not, why is this matrix not a valid key?

Decipher the ciphertexts in problems 5, 6 and 7.

5) Substitution cipher

RSLGVCTMSGCTCAGMSQBZHGMHCGGCTOMPVCTMAGVCVMHHOMPVCTXCKCHLPCXI

EBRGVCBRGMOMRSHCAGCTVMHHMSSMSCGCCSGNCSGESMSCGVCCSOTEPGMLSRHQ

LTMGVBGRJCABAZOOCAAMKCPHRMSGCWGHCGGCTARSXAZIAGMGZGCAULTGVCBB

OMPVCTGCWGHCGGCTAGVCAZIAGMGZGMLSMAXCGCTBMSCXIEBHMSCRTCFZRGML

SAMSNVMOVCROVOVRTROGCTMARAAMQSCXRSZBCTMORHKRHZCMTLSMORHHEGVM

APRAARQCNRASLGCSOTEPGCXZAMSQGVCVMHHOMPVCTUZTGVCTBLTCMVLPCELZ

NCTCSLGGTMOJCXIEBICMSQZACXRARAMSQHCNLTXX

6) Vigenere cipher

NYOSHYSEKPBTNECTOSIETOSRPEGIMDGCSCLARGEERVFPAFITFPGHFVLCDSIN

VOUIEUSWMDVCOSQGCOMXBFSMDBBTFPYCWIOJVJPPZOSKLESUWWVTFALFCOIZ

SIOVPZWUXTAUNMDRFZWPGVFWZSTFVDFCNISBDFWQBFULPSIUYCRTPYYQSESY

GVFXCNBTVLPWBPWBJFEYQSOHFEOOGPBTXSXRBXLTYSULPHBGSCTWWMYTDBWE

ZITXLYKBCDUOVREHGBWMRZPZPQVBYYGGPRPGKFRELTPYCNGTPLISSCSNIOXD

GVFKSRHUSDBTULPHGBXZQOZXSRQPQMVBFHPSTPVEFCGTZBFXLTGSTEYQDPSC

OZBGVFABCORZJZPEHIIMRIUMQHZGYEHFFLZCSULLGWTEORBWICASFKLEBFVS

NFSMPGPFINRFTXZJSBROZOSKLESUKLEBFVXVUIXSRZQFPTSUEEBBJQZEFJWZ

A

7) Let pi be the ith plaintext character and ci be the the ith ciphertext character.

We can define a stream vigenere cipher as follows:

Given a keyword K of length m, consisting of the letters k1, k2, ... km, determine ci as follows: 

ci = pi + ki, for i=1, 2, ..., m

ci = pi + ci-m, for all integers i > m

Break the following ciphertext created using the stream vigenere cipher described above.

YVRTZRLZCXFNQJPNHEZZQWTILRSRYPUMNFEVQCYORXWVHADCILJZWERRTPCN

ZMJJHAXRSTNYVLFKAVNJWLSNSRURYSZNNVWFLFDPGZZYSJPLOSGYFXISSJGL

IQWSKBAXMQIGXHTEQFWCBYLSVYDGFYCLCRKKXCRLTRDOXPUPJLDZPIUIRZQS

DEBQTGJZHPBMLUOMHIVDPUBPVNIDIOSTNTWGMBLBGEAZTFXBJICDGYOFBXGF

ZRCYIBUUHEKMVTIZTEXWDGLQXUREUKDJEUKLNOBBLIEWQRFDWIVAJYJFWCNE

BUQNYJVQQFUGFNHJEYBKXRWJVYUSLEE

Note: For questions 5 through 7, you may end up writing utility programs to speed up your decryption. There is no need to turn these in with your homework solution. (Thus, you may write your utility programs in any language you see fit.) Instead, for each, describe the process you used to decrypt each message and briefly discuss what any program you wrote does. (For example, you may write a short function to read in a file and print out the frequency with which each character appears in the file.) Also, include the values of any statisical values (index of coincidence, mutual index of coincidence, etc.) you compute while breaking these ciphers.
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