Introduction to Cryptography Summer ’03

Homework #1

Assigned: Thursday, 5/8/03

Due: Tuesday, 5/20/03

Note: All ciphertexts for this assignment will be included in text files linked off the course web page.

Decipher the following messages:

1) Substitution cipher (This one's odd and atypical, but not peculiar or strange.)
AXZVUXGMAPFTFQTFPGFJVFDDXGMJQAMJMXOGFXMAKMXFDDUOTLJQOMXGMXFNXZFDDUJLXGMJQMJMXMAOTLJQIZXULZHZAXFVHMXXGFXMXMAHLAXZJZAZFDVLJLXYZAXWMPXGTLZQGMXRZMNBDUIZXAXZVUMXANTZPZDLZADUOMXGDZNBULZAGLZDVAPLXOGFXMAALPFTXMNZDFTFILZXMXFJVFDDOLTVAELZJVMJMXNFJULZAFUOGFXMXMAXFSULZTITFMJAFJVXTUFQFMJVLJLXHMAAFOLTVLTFAUHILDMXMAJLXFDDXGFXVMEEMNZDX

2) Substitution cipher

DNDYTUEXRNDGCPYMPAAXCZYBPEZMHTDVSPYRNZMYPMPEZODNXTMYPFZTZNLLPLHZFZYNDTCXMHZYLHDLUXZGOELHZVGLXTDLZXNEZCVYXLUTDVSPYRNZEVRRZELZOVEXNRDYDNOPTWZULHDLJDELYVGUDEGPNRDELHZTZEEDRZJXLHNPYZMZLXLXPNEEVCHDECHZTZWNPJNDEDPNZLXTZMDOXEVNSYZDWDSGZXLMYPOVCZEYDNOPTPVLMVLLHDLSZDYENPELDLXELXCDGYZGDLXPNEHXMLPLHZMGDXNLZILSZCDVEZLHZCXMHZYLZILCPNLDXNENPXNAPYTDLXPNJHDLEPZFZYDSPVLLHZMGDXNLZILLHZYZXEEXTMGUNPJDULPSYZDWLHZCPOZ

3) Vigenere cipher

MYEFEDSQSSFWUSFTMFVKOSFAQFJYQKHBDMRELXOGQVVCXKIFNSKKMJOCBFV

TQSHRFVVMQKWBZCWKWFWZAFIZAGBFNSCFDWRJTWCVUSFTMFVKADWSQKRJWF

SBRIEIMEWGFWEXUAGRDMJVBZSFATWVZKGBYSYFXWGSAFKYMXIGGFVWWMBQQ

RFEBZSGDOEJZSQVMZCFDWOAPSEUCJOAOSFWEGARZKYZTWHUQIEWWJUVHWEX

XSGGYIJKIDKNKGYRCFHHEOJSMDCIQRYRCFHFABVKEWBGKTFLZSGFXOMVZQV

NGBKJBZSTTSKKWKCSFVVLASHBPOPKPWQBYPZEMVSSRCIKAGTCACINPAHREO

EUXGCENZRTSKANKRVCQNSEFVVSMMHVRICWCLIEQVFGMLVNFWJRLWBIQFEVM

YOEZSIYIJFVQHSVMUSEEHFNMSBQYOIXIJSGSOIEMJAVSVKYMDDOQUVKILCA

UAFIZAGBZ

4) Stream Vigenere cipher

Let pi be the ith plaintext character and ci be the the ith ciphertext character.

We can define a stream vigenere cipher as follows:

Given a keyword K of length m, consisting of the letters k1, k2, ... km, determine ci as follows: 

ci = pi + ki, for i=1, 2, ..., m

ci = pi + ci-m, for all integers i > m

Break the following ciphertext created using the stream vigenere cipher described above.

YVRTZRLZCXFNQJPNHEZZQWTILRSRYPUMNFEVQCYORXWVHADCILJZWERRTPCNZMJJHAXRSTNYVLFKAVNJWLSNSRURYSZNNVWFLFDPGZZYSJPLOSGYFXISSJGLIQWSKBAXMQIGXHTEQFWCBYLSVYDGFYCLCRKKXCRLTRDOXPUPJLDZPIUIRZQSDEBQTGJZHPBMLUOMHIVDPUBPVNIDIOSTNTWGMBLBGEAZTFXBJICDGYOFBXGFZRCYIBUUHEKMVTIZTEXWDGLQXUREUKDJEUKLNOBBLIEWQRFDWIVAJYJFWCNEBUQNYJVQQFUGFNHJEYBKXRWJVYUSLE

Note: For each of these questions, you may end up writing utility programs to speed up your decryption. There is no need to turn these in with your homework solution. (Thus, you may write your utility programs in any language you see fit.) Instead, for each, describe the process you used to decrypt each message and briefly discuss what any program you wrote does. (For example, you may write a short function to read in a file and print out the frequency with which each character appears in the file.) Also, include the values of any statisical values (index of coincidence, mutual index of coincidence, etc.) you compute while breaking these ciphers.

