Introduction to Cryptography Summer ’01

Homework #1

Assigned: Thursday, 5/10/01

Due: Friday, 5/18/01 (5 pm)
In this class, I will have you all implement several cryptographic schemes. For each scheme, you will be required to write a function that takes in several parameters. Two of these parameters will be the name of a plaintext file and the name of an output file that will contain the corresponding ciphertext after the function is executed. Additional parameters will be specific to the encryption scheme being used. Similarly, I will ask you also to write a function that does the corresponding decryption. This file should take in the name of the ciphertext file and the name of the output file that will contain the corresponding plaintext after the function is executed. In certain situations, the method of decryption is identical to the method of encryption, except for the use of a different key. In these situations, I want you only writing one function that takes care of both encryption and decryption. Otherwise, write a separate decryption function.

Each of these functions should return a boolean signifying if the encryption/decryption was executed – in certain situations, you may be passed invalid keys as parameters. In these situations, your function should NOT create the output file. Instead, your function should simply return false. For simplicity of programming, we will assume that all input and output files will only contain lowercase letters. (This means no capitalization, spaces, or punctuation.)

Affine Cipher function

Write a function to implement the affine cipher. The function should take in 4 parameters: 2 for the plaintext/ciphertext filenames, and two integers a and b, corresponding to the two encryption/decryption keys used in the affine cipher. The function should simply open the input file, implement the encryption/decryption of this material, and store the result in the output file.

Decrypting Key function

Write a function that takes in four parameters: a and b (by value), and c and d (by reference). This function should also be a boolean function. If the affine encryption keys a and b are valid, the function should “return” the corresponding decryption values in the variables c and d respectively. Otherwise, the function should return false and reset the values of c and d to 0.

What to turn in: I haven’t figured out how to submit programs over olympus yet, but when I get everything set up, I will tell you at the next class. I want you to submit a single .cc file that can be compiled under gcc. The file should acts as a driver program for the two functions you have written. Make sure to comment your code and include a short write up tell me how you tested your program, as well as any bugs you encountered.
