CIS 3362 Quiz #6 – Key Management, Diffie-Hellman

Date: 11/4/2009

Name: ________________________________

Directions: Show your work and clearly mark your final answer.
1) (7 pts) What is the prime factorization of 24560?
2)  (8 pts) In a Diffie-Hellman exchange, the public keys are p = 131 and g = 6. If the secret keys are A = 3 and B = 8, what is the secret key that Alice and Bob will share? Please show intermediate calculations in your work.
3) (12 pts) Prove that 7 is a generator for the prime p = 13.
4) (5 pts) Given that the number of generators for a prime p is φ(p-1), determine the number of generators for p = 37. 
5) (15 pts) You can choose EITHER part (a) OR part (b) to answer for this question.

(a) Argue that if g is a generator mod p, then ga is also a generator mod p, so long as gcd(a, p-1) = 1. (Hint: This proof will be very, very similar to the one that was used to show that no two values on the list a, 2a, 3a, …, (p – 1)a are equivalent mod p.)

(b) Consider the Group Diffie-Hellman protocol shown in class with four group members:
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          (3)     (14) (6)    (8)

If p = 17 and g = 3, determine the values of K0, K1, and K2.
6) (3 pts) Martin Hellman and Horst Feistel worked together at International Business Machines. What is the acronym by which this company is better known?
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