CIS 3362 Quiz #4 – AES

Date: 10/9/2009

Name: ________________________________

1) (3 pts) In the version of AES with a 128 bit key, how many rounds of the algorithm are performed?

_____

2) (3 pts) What step is both the very first and very last step of the algorithm, of the four steps that typically make up a round?

______________________

3) (3 pts) The full key that is used throughout the algorithm is stored in an array w of size 44. How many bits is one element of this array?

_____

4) (4 pts) Given the plaintext (represented in hex) below, arrange it to fit in the state matrix directly below it:

34 AB 7F 90      61 6C 85 3D      E5 AB 6F 3E      24 B8 93 CC
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


5) (8 pts) Now, imagine that the state matrix after adding the very first round key is 
	2F
	5F
	29
	4D

	3D
	75
	76
	CA

	BC
	93
	F4
	78

	FA
	03
	05
	46


What would the matrix look like after the sub bytes step in the first round?

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6) (4 pts) Using your answer from number five, show what the matrix would look like after the shift rows step in the first round:

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


7) (12 pts) Consider the operation shown below for the mix columns step of the algorithm:
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01|48
03||ca

02llor




What is the entry in row 3, column 2 of the result of this operation?

_____

8) (10 pts) In the key expansion, if w[16] = E3 7F 89 30, and w[19] = 7D B3 C5 65, determine w[20] (in hex).
____________

9) (3 pts) What treats come in the famed box of chocolates from Forrest Gump? _____________

