CIS 3362 Quiz #3 – DES

Date: 9/28/09

Name: ________________________________

1) (8 pts) Describe the purpose of each of the following matrices and where exactly in the DES algorithm they are used:

a) IP - ______________________________________________________________________

b) IP-1 - _____________________________________________________________________
c) E - _______________________________________________________________________

d) P - _______________________________________________________________________

2) (4 pts) Convert the following HEX characters to binary: A68E

_____________________________________

3) (5 pts) Which bits in the key (labeled 1 – 64) are redundant check sum bits? What parity is used, even or odd (circle the answer)?

___  , ___ , ___ , ___ , ___  , ___ , ___ , ___  

even

odd

4) (8 pts) If the original input block of text to the DES algorithm was “0123456789ABCDEF” what would the first eight bits be after the block was sent through the IP matrix?

__________________________

5) (4 pts) Give the XOR of the two following 16 bit blocks represented in HEX: AE47 and F39B. Express your answer in HEX as well.
__________________________

6) (4 pts) Let the input to S-box #5 be 101010. What is the output?

_______________

7) (4 pts) Let the input to S-box #8 be 011011. What is the output?

_______________

8) (4 pts) In determining the round keys, how many times are each of the following matrices used?

PC-1 : ________

PC-2: ________

9) (8 pts) Our textbook tells us that there are approximately 7.2 x 1016 number of possible DES keys. (This is 256.) If we could build a computer that could process 100 billion keys a second, how long would it take for us to try every DES key? (Answer in the unite of time you deem to be most appropriate.)
________________

10) (1 pt) Brett Favre threw a game-winning touchdown pass against the San Francisco 49ers yesterday with 2 seconds left in the game, leaving the Vikings undefeated this season. How many losses have the Vikings had this season?
___________
