CIS 3362 Test #3: Public Key Encryption

Date: 11/9/2012
Name: _________________________________________

Note: For questions with numeric answers, put a box around your final answer.
1) (8 pts) What is the prime factorization of 2521440?

2) (8 pts) What is φ(2521440)?

3) (12 pts) Using Fermat’s Theorem, determine 28221116 mod 919.

4) (12 pts) Using Euler’s Theorem, determine 38647 mod 1872.

5) (15 pts) In an RSA scheme, p = 17, q = 23 and e = 117. What is d?
6) (10 pts) Let g be a primitive root of 23. In terms of g, list the other primitive roots of 23.
7) (12 pts) In the Diffie-Hellman Key Exchange, let the public keys be p = 29, g = 10, and the secret keys be a = 6 and b = 11, where a is Alice’s secret key and b is Bob’s secret key. What value does Alice send Bob? What value does Bob send Alice? What is the secret key they share?
8) (20 pts) Consider the Elliptic Curve E29(2,3). Let P = (14, 7) and Q = (26, 17). Calculate both P+Q and 2P.
9) (3 pts) Which president’s statue appears at the Jefferson Memorial? _____________________
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