CIS 3362 Test #3: Public Key Encryption

Date: 11/5/2010

Name: _________________________________________

Note: For questions with numeric answers, put a box around your final answer.
1) (8 pts) What is the prime factorization of 1150200?

2) (8 pts) What is φ(792)?

3) (12 pts) Using Fermat’s Theorem, determine 171182 mod 181.

4) (12 pts) Using Euler’s Theorem, determine 17289 mod 140.

5) (15 pts) In an RSA scheme, p = 11, q = 17 and e = 37. What is d?
5) (10 pts) How many generators are there mod 23? (Note: It will take too much time to try to list all of these out using brute force. Rather, we proved a result in class about answering this question by just looking at the list of powers from one generator. Utilize that logic to answer this question.)

7) (14 pts) Alice’s public El Gamal keys are p = 23, g = 11, and b = 14.  You wish to send Alice the message M = 6. You choose the random value k = 4. What are the two ciphertexts (c1 and c2) that you send to Alice when you encrypt your message M(6)?

8) (20 pts) In the Diffie-Hellman Key Exchange, let the public keys be p = 29, g = 8, and the secret keys be a = 6 and b = 7, where a is Alice’s secret key and b is Bob’s secret key. What value does Alice send Bob? What value does Bob send Alice? What is the secret key they share?
9) (1 pt) What color are the not-so-popular vegetables, green beans? ______________________ 
