CIS 3362 Final Exam 

Date: 12/12/08

Name: ________________________________

1) (10 pts) Determine 112-1 mod 163.
2) (10 pts) If the round 7 key for AES is 



99 88 77 66 13 57 9A CE EC A9 75 31 2F 3A 9C DA,

what will the first four bytes of the round 8 key be?

3) (10 pts) Given the following state matrix right before the shift columns operation in AES, determine the entry in row 1, column 1 right after the shift columns operation is done.


4F  71  90  EA


F3  D6 46  2B

 
85  7E  99  1C

 
84  57  6C  95

4) (10 pts) Answer the following questions about DES:

(a) If the input to S-box 3 is 110111, what is the output?

(b) In a single round of DES, how many bits from the key are used?

(c) Given the permutation function P (for 32 bits), determine the first four bits (in the first row) of P-1. (Note: P-1 isn't listed since it's unnecessary to execute any part of the algorithm. The point of this question is to see if you know how to construct an inverse function from a given function.)

5) (10 pts) How many possible keys would there be for an affine cipher on an alphabet of size 75?

6) (10 pts) Consider an example of the Diffie-Hellman key exchange where the prime number p = 29, the generator used is g = 3,Alice's secret key a = 4 and Bob's secret key b = 16. What is the secret key Alice and Bob will share?
7) (10 pts) Encrypt the plaintext "NIGHTTIME" using the Playfair cipher, the extra character 'X' (if needed) and they key: "SKATING".

8) (10 pts) Consider an RSA scheme with public keys n = 221, e = 137. What is the value of d? (You must use the Extended Euclidean Algorithm, showing your work, to receive full credit.)
9) (15 pts)Imagine a DSS scheme with p = 53, q = 13 and g = 16. Using x = 6 and k = 8 and H(M) = 22, determine the message signature, r and s.

10) (5 pts) After which daughter did Dave Thomas name his fast-food restaurant Wendy's? ___________
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