CIS 3362 Final Exam 

Date: 12/6/07

Name: ___________________________________

1) (10 points) You have intercepted the ciphertext "cskfswmaxwjmisiblau", and you know that it has been encrypted using the affine cipher. You also know that the first four letters of the plaintext are "WEAR." First, determine the corresponding decryption function f-1(x) = ax + b (mod 26), and then use this function to determine the whole plaintext. (Hint: You have to set up two equations, and you have four choices of equations to use. Use the equation based on the fourth letter, and either the first or third letter of the matching plain-ciphertext information.)
2) (10 points) A set of 100 binary bits has an index of coincidence of 
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. If there are more 1's that 0's in the set, determine the number of 1's and number of 0's.
3) (10 points) Consider creating a new Enigma machine for the newly-minted Esperanto-II language. The Esperanto-II language consists of 30 letters. The machine will be designed exactly like the old German Enigma, but instead of advancing the rotors "one-step" after the encryption of each letter, this machine advances the rotors k steps, where k ranges in between 1 and 29. All other things being equal, which values of k provide the best security? Which one value in the range (1-29) given would provide the worst security? Why?
4) (10 points) Use the Hill cipher with the encryption key 
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 to encipher the plaintext "KNIGHT". Also show that the corresponding decryption key is 
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5) (10 points) You have intercepted a ciphertext that was encrypted using the column permutation cipher. Furthermore, you have figured out that the program used to calculate the encryption mistakenly padded the whole last row (which was empty) with a dummy letter. Use this information to decrypt the message below:
exgarngnahwehmxqeniaedtsitnylntqlatsdahcnetwwfiqvenpodnaftedtrnqwicfcloigsaaaiaqinitwnihgrheiooq
Use this grid as necessary – note, there is more than enough room provided.
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


6) (10 points) You are mounting a probable word attack on a 4-bit LFSR-cipher. You know that the first eight plaintext bits are 3B (in hex) and the first eight ciphertext bits are EA (in hex). Use these bits to determine the first eight keystream bits, k1 through k8. Then, use these bits to determine the values of a0, a1, a2 and a3, the bits that dictate which bits are XORed in the LFSR. (Hint: 
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.) (Note: So that you are not confused, if you are looking at the LFSR example on page 108 of the text, the corresponding bits set to 1 for the keystream are a3 (Cell 5) and a6 (Cell 2).)
7) (10 points) Consider the key schedule of 128-bit AES. If the initial key (in hex) is

E198D905 857B2FC3 A67BF914 9B73FE47
Determine the value of W(4), which represents the first 32 bits of the round one key. Express your answer in hex.
8) (10 points) Use the Fermat Factoring method to factor N = 58637. (Hint: The algorithm will terminate in fewer than 10 iterations.)
	x
	x2
	z = x2 - N
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Using the appropriate values from the last row in the first and fourth columns, show work to obtain the factorization of N.
9) (10 points) An RSA system has the publicly posted keys N = 58637 and e = 161. Determine the values of φ(n) and d. To get full credit, you must use the Extended Euclidean Algorithm. Also, your final answers must be in between 1 and 58637.
10) (9 points) Alice is sending Bob 1000 bits using the Quantum Cryptography method discussed in class so that some of them can be used for a one-time pad. Of these 1000 bits, they select 100 of them to check to see whether or not Bob used the correct reader and to see if Eve was eavesdropping. Of these, he used the correct reader for 56 bits. If Eve was eavesdropping for the entire transmission, when Alice and Bob go to compare bits, for how many of the 56 bits would we expect for Alice and Bob to have different answers? Justify your answer.
11) (1 point) The Japanese Navy cipher dubbed the "Purple Cipher" got its name because the US cryptanalysts stored their notes on the cipher in what color binders? 
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