CIS 3362 FinalExam 

Date: 12/5/06

Name: ________________________________

1) (10 pts) Consider the affine function e(x) = (23x + 5) mod 52 for encryption, where both lower case and upper case letters are encoded. (A-Z = 0 – 25, and a-z = 26 – 51.) Determine the corresponding decryption function d(x). Show all of your steps and justify your work.

2) (10 pts) Alice and Bob have just learned about product ciphers and have decided to utilize the idea in implementing the "Double Hill Cipher". Instead of having one square matrix as the key, they would have two separate square matrices, M and N as the key. To encrypt a block of letters denoted by p, the product c = MNp would be calculated. To recover the plaintext, p = N-1M-1c would be calculated. Is the "Double Hill Cipher" more secure than the regular Hill Cipher? Give proper justification for your answer.

3) (10 pts) Given two documents, the mutual index of coincidence between those documents is defined as the probability that a randomly chosen letter from the first document is the same as a randomly chosen letter from the second document. Determine the mutual index of coincidence between two documents that have the following letter frequencies:

Document #1

	Letter
	Frequency

	A
	10

	B
	40

	C
	25

	D
	25


Document #2

	Letter
	Frequency

	A
	25

	B
	20

	C
	30

	D
	25


4) (10 pts) The following ciphertext was encrypted using the column permutation cipher with the keyword "BREAK". Recover the plaintext.
SIONHXTXATWOIMMOOXESSEOXHALDOX

5) (10 pts) Let an eight-cell cellular automata be initialized with the contents 11010010. Furthermore, let the rule for the cellular automata be as follows:

	Neighborhood
	000
	001
	010
	011
	100
	101
	110
	111

	New state
	0
	1
	1
	0
	0
	1
	1
	0


Trace out the contents of the cellular automata for the first five iterations:

	Time
	Cell 1
	Cell 2
	Cell 3
	Cell 4
	Cell 5
	Cell 6
	Cell 7
	Cell 8

	0
	1
	1
	0
	1
	0
	0
	1
	0
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6) (12 pts) In an RSA system, p = 131, q = 101, and e = 81. Determine the values of n, 
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7) (10 pts) Use the Fermat factoring method to factor 10078517. (Hint: The total number of iterations needed before the factorization is recovered is in between 10 and 20.) List out each "number you try", and other relevant information along with the final factorization.
	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


8) (10 pts) Consider using the Knapsack cipher with the super-increasing sequence {1, 3, 5, 12, 25, 48, 100, 221}. First, convert this sequence into a trapdoor knapsack using the integers u = 499 and w = 117. What is the adjusted set? (List the values in the order corresponding to the set above.) Encode the plaintext binary value 10110110 utilizing the adjusted set. Remember that the first bit, 1, "lines up with", the first element listed in the adjusted set.
9) (15 pts) In an RSA system, it is known that n = 14581451. Somehow you have managed to find that 
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 = 14573472. Use this information to determine the factorization for n. Show all of your work. Credit will be awarded based on correctness and the overall efficiency of the method used in the general case.
10) (3 pts) What theoretical "machine" is named after WWII cryptananalyst Alan Turing?
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