CIS 3362 Test #2: Symmetric Block Ciphers

Date: 10/13/2010

Name: _________________________________________

1) (10 pts) In order to teach DES, Arup has come up with a new symmetric block cipher, similar to DES, with 16 bit blocks and a 16 bit key, called mini-DES. It follows a similar structure to DES and has an IP matrix as follows:

	13
	9
	5
	1

	16
	12
	8
	4

	15
	11
	7
	3

	14
	10
	6
	2


What is the corresponding matrix, IP-1 that matches this matrix?

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


2) (4 pts) If the input to S-box  6 was 110100, what is the output?

___________________

3) (5 pts) Why are the numbers 8, 16, 24, 32, 40, 48, 56 and 64 missing from the matrix PC-1?

_____________________________________________________________________________

4) (10 pts) How many days, to the nearest day, would it take a computer program that can test one billion keys per second to test all possible keys for DES block?
5) (16 pts) In DES, using the matrices PC-1, PC-2 and the schedule of key shifts, we can actually create a matrix that directly determines which bits of the original key will get used for the key in round 1. (We can actually do this for all 16 rounds.) Using these tools, determine the first 8 values of the matrix that would specify the bits from the original key used in the round one key. Please explain the process that you used; a majority of the credit for this question will be given for this explanation.

___ , ___ , ___ , ___ , ___ , ___ , ___ , ___ 

6) (10 pts) AES uses an irreducible polynomial over GF(2). Prove that the polynomial x3 + x2 + 1 is irreducible over GF(2).
7) (8 pts) Immediately after applying the S-box to the state matrix of AES, the resulting state matrix is:

	0F
	9D
	FF
	C0

	25
	39
	AF
	3E

	F8
	6A
	4D
	19

	AA
	E4
	17
	28


What was the state matrix immediately BEFORE the application of the S-box?

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


8) (16 pts) Given that the state matrix looks like the following right before the mix columns operation in AES, determine the entry in the state matrix in row 4 column 3 right after the mix columns operation.
	13
	FE
	97
	82

	A4
	B3
	C2
	D1

	98
	68
	8F
	42

	22
	49
	DA
	11


___________

9) (10 pts) In the key expansion, if w[28] = 1F 95 9A 36, and w[31] = 47 3D 58 2C, determine w[32] (in hex).

____________

10) (10 pts) Determine the XOR of the following two blocks of HEX: AE47 and 37BE and express your final answer in hexadecimal.
__________________________
11) (1 pt) The Orlando Magic played for the first time in the new Amway Center at the corner of Church and Hughey this past Sunday night. After what corporation is the center currently named?
__________________________
