CIS 3362 Exam #2 – Modern Encryption Schemes

Date: 11/7/08

Name: ________________________________

1) (5 pts) If the input to S-box 5 is 011011 in DES, what is the corresponding output?

________________

2) (5 pts) Why do the numbers 8, 16, 24, 32, 40, 48, 56 and 64 not appear in the matrix PC-1 in DES?

3) (10 pts) If we can check 100,000,000 keys a second, how long (in years, to the nearest year) would it take try all possible keys in DES?

_____________________________

4) (8 pts) If the input block of text for DES is
11001011  01101010  00100111  11110000  11101000  10010110  11011100 01010011

what are the first eight bits of the output from the initial permutation (IP)?

______________________________ 

5) (8 pts) Given the following state matrix right before the shift row operation in AES, show the state matrix right after the shift row operation:


4F  71  90  EA


F3  D6 46  2B

 
85  7E  99  1C

 
84  57  6C  95

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6) (8 pts) What is the result of multiplying the polynomial (in GF(28)) x7 + x5 + x2 + 1 by x and reducing the result mod x8 + x4 + x3 + x + 1?

__________________________________

7) (10 pts) If the round 9 key for AES is 01 23 45 67 89 AB CD EF FE DC BA 98 76 54 32 10, what will the first four bytes of the round 10 key be?
__________________________________
8) (5 pts) Calculate φ(175).
______________________________

9) (10 pts) Prove that 2 is a generator mod 13.
10) (8 pts) What is the remainder when 37129 is divided by 80?

_________________________________

11) (10 pts) In an RSA scheme, p = 7, q = 13 and e = 5. What is d?

______________________________

12) (8 pts) Factor 20701 using the Fermat Factoring method.

_________________________________

13) (5 pts) What initials are shared by Discrete Logarithm, Disabled List and Down Low? 
____________
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