CIS 3362 Exam #2 (Chapters 5-7) 

Date: 10/30/07

Name: ___________________________________

1) (10 pts) The following ciphertext was encrypted using the Permutation Cipher. The length of the key is 6. What is the plaintext?

OBHESTERONDTRAOXESDLORSWSERICEIPAMOHXXSXXN

__________________________________________________________
2) (10 pts) What is the result of encrypting the plaintext:

THISISTESTQUESTIONNUMBERTWO

with a column permutation and the keyword "EXAMS." Pad the plaintext with the letter X if necessary, so that each column has an equal number of letters before the transposition. Use the grid below if necessary.

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


______________________________________________________________

3) (15 pts) The following demonstrates an 8-bit LFSR that is XORing 3 bits. Which three bits are being XORed? (Note: The chart below is in the exact same fashion as the chart on page 108 of the text. Hint: The first XOR contains at least one zero.)
	Shift in
	C1
	C2
	C3
	C4
	C5
	C6
	C7
	C8
	Shift out

	1
	1
	1
	0
	0
	1
	0
	1
	1
	1

	1
	1
	1
	1
	0
	0
	1
	0
	1
	1

	0
	1
	1
	1
	1
	0
	0
	1
	0
	0

	0
	0
	1
	1
	1
	1
	0
	0
	1
	1

	0
	0
	0
	1
	1
	1
	1
	0
	0
	0

	1
	0
	0
	0
	1
	1
	1
	1
	0
	0

	1
	1
	0
	0
	0
	1
	1
	1
	1
	1


___________________________________________________

4) (15 pts) Trace through the steps of a cellular automata with the following rule:
	Neighborhood
	000
	001
	010
	011
	100
	101
	110
	111

	New State
	1
	1
	0
	0
	1
	1
	0
	0


and the following initial state:
	Time
	Cell 0
	Cell 1
	Cell 2
	Cell 3
	Cell 4
	Cell 5
	Cell 6
	Cell 7

	0
	1
	0
	0
	1
	0
	1
	0
	1

	1
	
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	
	


5) (5 pts) Given that the input into DES S-box 5 is 37, what is the output value? (Give an answer in between 0 and 15.)
___________________

6) (8 pts) Let the plaintext block, x, to be encrypted by DES in HEX be: A93F0B64C5781D2E.  What are the first eight bits of the of the value of IP(x)?

___________________

7) (12 pts) If the input, a, for AES is the following,

	3C
	07
	3C
	07

	07
	4D
	3C
	07

	4D
	07
	A4
	3C

	A4
	4D
	07
	3C


What is the resulting state matrix after performing the s-box substitution and row-shift in the first round?

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


8) (15 pts) In the mix columns operation of AES, "multiplications" such as 
[image: image1.wmf]5

03

C

×

 have to be performed. We covered the mechanism for doing this, (which really involves a number of XORs). What is the value (in HEX) of 
[image: image2.wmf]5

03

C

×

? (Note: The polynomial used in AES is x8+x4+x3+x+1.)

_________________________

9) (5 pts) Explain why "Double-DES" would not be as effective as a strong cipher system with a 112-bit key. (Note: Double-DES with two DES keys would have a total of 112 bits between the two keys.)
10) (5 pts) The Miami Dolphins are now a pathetic 0-8. Rewrite their record using 4 bits each to express both the number of wins and the number of losses they currently have.

 _____________________
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