CIS 3362 Exam #2 (Chapters 5-7)

Date: 10/31/06

Name: ________________________________

1) (5 pts) Using the Permutation cipher as described in the text on page 87, encrypt the plaintext TODAYSHALLOWEEN using the encryption keys d = 5 and f = {3, 5, 2, 1, 4}.

__________________________

2) (10 pts) Encrypt the plaintext DOUBL ETRAN SPOSI TIONI SDOUB LETRO UBLEX using the double transposition cipher. Use LAKES as your first keyword and OCEAN as your second keyword. Use may use the grids provided below:
	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


________________________________________________________________________

3) (10 pts) It is known that the output of S-box S6 is 13. What were the four possible inputs that could have produced this output? (Please list your answers as 6-bit strings.)

____________  , ____________  , ____________  , ____________  
4) (20 pts) Find the polynomial of one four-element LFSR that has a maximal cycle. (Note: There are several correct answers to this question. In order to receive full-credit, you must have proof that the LFSR described produces a maximal cycle.)
5) (15 pts) Using a known plaintext attack of a LFSR stream cipher, Eve has extracted the following first eight bits of the keystream: 11110001. She luckily guesses that the LFSR size is equal to 4 bits. Help her recover the values of a0, a1, a2, and a3, the values that indicate which bits are used in the XOR for the LFSR. 

(Hint:
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6) (15 pts) The input into the DES expansion matrix Ebox is E02AB943 represented in hexadecimal. What is the output of the Ebox, also expressed in hexadecimal. (Note: Your answer should have 12 hex digits.)

_____________________________________________

7) (20 pts) If the initial 128-bit AES is represented in hexadecimal is
912A8E21 FEFEFEFE ABABABAB 93C7D583

Determine W(4), the first 32 bits of the key used in round 1 and represent your answer in hexadecimal.
___________________________
8) (5 pts) What initials do Florida gubernatorial candidate Charlie Crist and a common field on email messages share? ___________
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