CIS 3362 Test #1: Classical Cryptographic Schemes
Date: 9/20/2010

Name: _________________________________________

1) (10 pts) Encrypt “DOLPHINS” using the affine cipher with the encryption function f(x) = (15x+ 7) mod 26.

__________________________

2) (10 pts) Determine the corresponding decryption function for the encryption function given in question #1.

3) (15 pts) Determine the value of 31-1 mod 86.

4) (9 pts) Consider creating an affine cipher for an alphabet of size 28. How many different sets of encryption keys would be possible?

5) (10 pts) Consider the Hill cipher for an alphabet of size 27. Prove that for the encryption key 
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, the corresponding decryption key is 
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6) (10 pts) Encrypt the message “BEAUTIFULDAY” using the Vigenere cipher with the keyword “UTWO”. What is the corresponding ciphertext?
_____________________________________________
7) (10 pts) Determine the index of coincidence for the following set of letters:


15 As, 5 Bs, 20 Cs, 10 Ds

8) (10 pts) Determine the Mutual Index of Coincidence between these two sets of letters: 


Set 1:
15 As, 5 Bs, 20 Cs, 10 Ds


Set 2:   25 As, 40 Bs, 30 Cs, 5 Ds

9) (15 pts) The ciphertext obtained from the Playfair cipher is "OULGEHKLLODZ". If the keyword was "MARKER" and the extra padding character is X, what was the original plaintext?
10) (1 pts) After what common beverage is the political movement known as the “Tea Party” named? ___________
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