CIS 3362 Exam #1 (Chapters 1-4)

Date: 9/20/07

Name: ________________________________

1) (10 pts) Encrypt "KNIGHTS" using the affine cipher with the encryption function f(x) = (7x + 17)%26.

__________________________

2) (10 pts) Determine the corresponding decryption function for the encryption function given in question #1.

3) (15 pts) Determine the value of 29-1 mod 85.

4) (6 pts) The Enigma was a rather good encryption machine for its time. However, there were some weaknesses with how it was used that helped the Polish and British crack messages encrypted by it. Name two of these weaknesses.

5) (9 pts) In order to thwart frequency analysis of the substitution cipher, people added several "add-ons" to the usual substitution cipher. Describe three techniques that people used in conjunction with the substitution cipher to attempt to make it more difficult to cryptanalyze with frequency analysis.

6) (10 pts) Alice proposes an encryption function based on exponentiation. Her idea is creating a substitution cipher where you substitute for a block of three letters at a time. There are 263 = 17576 possible trigrams to encrypt. Thus, Alice's idea is for the secret key to be an integer, b, relatively prime with 26, and for the encryption function to be f(x) = bx % 17576, where x is the numerical equivalent of the plaintext trigram. (For example, CAT would equal 2x262 + 0x26 + 19 = 1371.) What is the problem with Alice's idea?
7) (10 pts) You know that the ciphertext "LVGRWNJI" was encrypted with the Vigenere cipher. Furthermore, you have determined that the encryption password is "SECRET." What is the corresponding plaintext?
________________________________

8) (5 pts) Bob proposes the idea of using double encryption with the Hill cipher. Specifically, he proposes using two separate keys, A followed by B, for encryption. To decrypt, he says that we must first use B-1 followed by A-1. Does Bob's idea create a cipher that is more secure than the regular Hill cipher? Why or why not?

9) (5 pts) Determine the index of coincidence for the following set of letters:


10 As, 5 Bs, 25 Cs, 10 Ds
10) (15 pts) You are attempting to determine a key for the playfair cipher. You have some matching plaintext and ciphertext. Namely, the plaintext "TODAYISASUNNY" corresponds to the ciphertext "PDBIIDQRTPRZIZ". (Note: The dummy letter used in the plaintext is X, if necessary.) Try to determine as much of the key as possible. (Note: You are given three working grids below, and one final grid to put your answer.)
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11) (5 pts) What cipher system was invented by Lester Hill? _______________________
Scratch Page – Please clearly label any work on this page you would like graded.
