CIS 3362 Exam #1 (Chapters 1-4)

Date: 9/21/06

Name: ________________________________
1) (5 pts) Encrypt the plaintext "QUICKFOX" using the shift cipher with an encryption key of 5.

_________________

2) (15 pts) Given that an adversary is using the keyword cipher placing the keyword at the beginning of the alphabet and you have the following substitution table filled in, what other substitutions can you be 100% sure of? Assuming that the user has picked a regular word from the dictionary for the keyword, what further guesses can you make about the substitution alphabet?

Currently Filled In

	Plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	Cipher
	
	
	
	
	
	A
	
	
	
	
	F
	H
	I

	Plain
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Cipher
	
	K
	
	
	P
	
	
	
	
	
	
	
	X


What Else Can Be Filled In For Sure

	Plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	Cipher
	
	
	
	
	
	A
	
	
	
	
	F
	H
	I

	Plain
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Cipher
	
	K
	
	
	P
	
	
	
	
	
	
	
	X


Further Guesses About the Substitution Alphabet
	Plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	Cipher
	
	
	
	
	
	A
	
	
	
	
	F
	H
	I

	Plain
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Cipher
	
	K
	
	
	P
	
	
	
	
	
	
	
	X


Briefly explain the why you've filled in the values that you have in each of the two given charts:

3) (15 pts) You are attempting to break an affine cipher. You are given that the plaintext 'F' maps to the ciphertext character 'H' and that the plaintext character 'K' maps to the ciphertext character 'W'. Determine the encryption function e(x) = ax+b, where a and b are in between 0 and 25, inclusive.

4) (5 pts) Using the Multiliteral cipher with the keyword "HOMES", encrypt the plaintext "FORSALE".

5) (10 pts) Determine the index of coincidence of a set of letters with the following frequencies:

	Letter
	# of occurrences

	A
	5

	B
	50

	C
	25

	D
	10

	E
	10


6) (5 pts) Using the Vigenere cipher, encrypt the plaintext "VIGENERE" with the key "BLAISE".

___________________________________

7) (15 pts) Alice and Bob are ashamed that their initial attempt at the Autokey cipher that uses the ciphertext itself as the key after the keyword is exhausted is such a failure. Still, they do NOT want to give up on this type of approach. So, Bob comes up with a slightly modified idea: The key will consist of a keyword K (of length k) and a positive integer n. The encryption process will last n "rounds." In particular, the first round is executed in the identical manner as before, the first k characters are encrypted using the keyword, while the rest of the characters are encrypted using the ciphertext. More formally,

C[i] = (P[i] + K[i])%26, for 0 ≤ i < k

       = (P[i] + C[i-k])%26, for i ≥ k

(Note: assume that C, P and K are 0-based arrays that store the ciphertext, plaintext and key, respectively, as integers in the range from 0 to 25, with A=0,.., Z=25.)

Now after finishing this process, repeat the exact same process, treating the newly obtained ciphertext as plaintext. Repeat the process exactly n times.

Does Bob's new idea significantly strengthen the original keyword cipher that only enciphers in this method once? Why or why not?

8) (5 pts) When the Germans used the Enigma, what were the first six letters of every message?

______________________________________________

9) (10 pts) You are attempting to decrypt a cipher created using the Playfair cipher. Your ciphertext is "FMQWSWIQTENMCV" and you have stolen the key used for encryption. It is as follows:

T
E
L
G
R

A
M
B
C
D

F
H
I
K
N

O
P
Q
S
U

V
W
X
Y
Z

What is the plaintext that corresponds to the ciphertext above?
_______________________________________________________________________

10) (10 pts) Using the encryption matrix 
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÷

ø

ö

ç

ç

è

æ

5

3

4

7

 for the Hill cipher, what is the result of encrypting the plaintext "CIPHER"?
_____________________

11) (5 pts) Blaise Pascal and Blaise de Vigenere share what first name? ______________
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