CIS 3362 Homework #4

Public Key Encryption

Check WebCourses for the due date

Using RSA to create an encryption protocol

This homework assignment will be different than ones you typically get in computer science courses. Rather than having one correct answer, this assignment has many, many correct answers. Instead, you will be graded upon the following key factors:

a) Your team’s ability to come up with a reasonable protocol given a set of requirements.

b) Your team’s ability to unambiguously describe the protocol you’ve created.

c) Your team’s ability to implement accurately the protocol you’ve created.

You will be asked to use the RSA code that posted on the course website in the file RSA.java and create a protocol that is DIFFERENT than the one shown in RSA2.java. (If you use this same protocol, your team’s grade will be a 30/100.)

In class we have described the mathematics behind RSA encryption and examined two code examples that implement RSA: RSABigInt.java and RSA2BigInt.java. In the first a single integer is encrypted and decrypted using modular exponentiation. In the second file, a protocol is used to take an arbitrary text file, implement RSA, encrypt it and store the contents in a ciphertext file (which has a different format than an arbitrary text file) and decrypts this ciphertext to produce the original plaintext, plus possibly, some padding characters.

Your goal is to come up with a similar but different protocol for text files. After coming up with this protocol, create the appropriate methods for one to use (so long as they have access to the appropriate encryption and decryption keys) to encrypt a text file and decrypt a valid ciphertext file.
In addition to creating these programs, create a manual for users to compile and run your code to use to use your method of encryption. It is up to you how to structure this manual. The goal of the manual is to communicate your protocol AND how to use your program to a user with a similar background as you. (Namely, assume that the user is comfortable with Java and understands the basics of how RSA is set-up from a user’s standpoint. Namely, they understand that public keys n and e are used for encryption and that the private key d and public key n are used for decryption. Your program may assume that any values entered by the user for n, e and d are correctly entered without leading 0s and that the user may attempt to encrypt any standard text file.)

Fifty percent of your grade will be based upon the coding style and accuracy of your program for encryption and decryption. Twenty percent of your grade will be based upon the reasonableness of the protocol you’ve chosen. The remaining thirty percent of your grade will be based upon the quality of your write-up. This write-up will be judged on whether or not you’ve clearly explained your protocol, how to use your program, its general appearance and use of standard writing rules, and brevity.

Deliverables (over WebCourses)

1. Either one or multiple .java files that carry out your encryption and decryption protocol.

2. A write-up in either .doc, .docx, or .pdf format that clearly explains your protocol and how to use your program.
