CIS 3362 Homework #5, 6

Number Theory, RSA, Key Management

Due: Monday, 11/2/2009
Note: This is a group assignment. Each pair of students should turn in one write-up in class on the due date. Both students' names should clearly be at the top of the front page of the assignment. Students may also turn in the assignment by themselves if they do not wish to have a partner. 

1) Determine the following values:

a) Φ(170)   b) Φ(3945)   c) Φ(5403265623)
  d) Φ(9834345)    e) Φ(202500000)

2) Without the aid of any computing device, show how one can use Euler's Theorem to determine the remainder when 491058 is divided by 201.

3) A primitive root, α, of a prime, p, is a value such that when you calculate the remainders of  α, α2, α3, α4 , ... , αp-1, when divided by p, each number from the set {1, 2, 3, ..., p-1} shows up exactly once. In fact, one can simply check if α is a primitive root by calculating these remainders and seeing the first exponent that produces a remainder of 1. If p-1 is that exponent, then α is a primitive root. Write a short program that prompts the user to enter a prime number, p, and then tells the user each primitive root in the set {1, 2, 3, ..., p-1}. You are guaranteed that the user won’t enter a p greater than 10000. (This means that you can use a typical brute force algorithm to solve the problem.) Please attach your code.

4) Two separate RSA keys both use the same value of n = 21877. In particular, in one of the sets of keys, e = 13249 and in the other set of keys, e = 14567. It is known that the same message M has been encrypted using the public keys above yielding the ciphertexts 4222 and 19647, respectively. Determine integers x and y such that 13249x + 14567y = 1. Consequently, determine the original value of M without ever finding 
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 or either value of d. (Hint: Remember what it means to raise a value to a negative exponent – first raise it to the -1 power, and then raise that result to the corresponding positive power. Furthermore, remember that raising a value to the -1 power means finding its modular inverse.) Please show each step of your work. If you use one/edit one of the programs shown in class or write your own code, please include that in your write-up.

5) Alice and Bob want to set up a new secret key using Diffie-Hellman. Their public key values are p = 26586842533836180377 and g = 155801347.

Alice sends Bob the following value: 10029496837244214838.

Bob’s secret number is 2667001284.

Whad does Bob send to Alice, and what is the secret key value?

6) Alice and Bob use the authenticated Diffie-Hellman method to set up a key in which p = 3061 and g = 17. Alice’s secret number is 113 and Bob’s is 211. Alice selects the random number 91. Bob selects the random number 11. What does Alice send Bob? What does Bob send to Alice? What is their final key value?
7) Given the following group key structure with p = 3061 and g = 13, find both K and BK for each node:
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Note: Each leaf node’s secret key is given in parentheses.

8) A new member wants to join the group formed in the previous problem. The result is the following structure:
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Show the results of rekeying the system.
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