CIS 3362 Homework #7

Chapter 8: Public Key Ciphers

Due: Tuesday, 11/27/07, in class.
Note: This is a group assignment. Each pair of students should turn in one write-up in class on the due date. Both students' names should clearly be at the top of the front page of the assignment. Students may also turn in the assignment by themselves if they do not wish to have a partner.

1) For a particular set of RSA keys, it is known that n = 19873407974104597147, and e = 91247182832917. Determine the value of 
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and d. You may use CAP or any of the programs I have shown you in class, or any utility that you write. Please explain all the steps that you took and why you took them in your solution.
2) Write an utility program to implement the Fermat factoring method to factor 30991999. Have your program write out the result of each step of the algorithm and determine the final factorization. If there are more than 10 steps, show the first ten steps, and then the last step.
3) Two separate RSA keys both use the same value of n = 21877. In particular, in one of the sets of keys, e = 13249 and in the other set of keys, e = 14567. It is known that the same message M has been encrypted using the public keys above yielding the ciphertexts 4222 and 19647, respectively. Determine integers x and y such that 13249x + 14567y = 1. Consequently, determine the original value of M without ever finding 
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 or either value of d. (Hint: Remember what it means to raise a value to a negative exponent – first raise it to the -1 power, and then raise that result to the corresponding positive power. Furthermore, remember that raising a value to the -1 power means finding its modular inverse.) Please show each step of your work. If you use one/edit one of the programs shown in class or write your own code, please include that in your write-up.
4) Given an El-Gamal cryptosystem where p = 1823483, g = 15867, and b = 1090750, show three possible encryptions using k = 13451, k = 90912 and k = 1003121 of the message 909134. 

5) Given a knapsack cryptosystem with the public key set: { 75076539, 15666230, 108665657, 64921578, 111920268, 92738675, 87964607, 101981004, 108705923, 10105117, 59440997, 99830777, 104405469, 1504209, 115059062, 99016263, 122955987, 74451021, 34594740, 69189480, 46507862, 72836178, 127749468, 48192207} and you have recovered the ciphertext 738720866, determine the 24 plaintext bits and then convert these into text using the ascii code.
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