CIS 3362 Homework #5
Chapter 5: Stream Ciphers

Due: Thursday 10/19/06, 11:55pm over WebCT
Note: This is a group assignment. Each pair of students should turn in one write-up in class on the due date. Both students' names should clearly be at the top of the front page of the assignment. Students may also turn in the assignment by themselves if they do not wish to have a partner.

Write a program (in C, C++ or Java) to implement the basic LFSR described in the text. Please turn in your program over WebCT. ONLY one person per group should submit the assignment. The names of both people in the group should CLEARLY be included in a header comment in the code.
Your program should prompt the user for the size, k, (in bits) of the LFSR. They should only be allowed to enter a multiple of 4 less than or equal to 32. 

Your program should prompt the user for the original contents of the LFSR. The user should enter a non-negative integer that corresponds to the appropriate contents. (For example, if the buffer size is 8 and the user enters 117, then the buffer should contain 01110101.) Remember that you should read this number into a long or unsigned variable because the largest number the user could enter is 232 – 1, but the largest value an int variable can store is 231 – 1.

Your program should then prompt the user for the rule used to determine future bits in the LFSR. The user should enter the rule as a non-negative integer that corresponds to the bits in the buffer that should be XORed to create the next bit to shift in.

Finally, your program should ask the user how many steps, n, to run the LFSR as well as a file to store this output. (Your corresponding output file should have n+1 lines in it.)
The Format of the Output File

The output file should look similar to the example on page 108 of the text.

You will print one line in the output file for each state of the LFSR, with the first line representing the original state.

Here is the format for each line:

First print the bit that will be shifted into the LFSR for the next round.

Then print a tab.

Print the contents of the buffer, from cell 1 to cell k, without a space.

A sample run of the program has been included on the following page.

Sample Run

What is the size of your LFSR?

8

What are the contents of the original LFSR?

211

What rule would you like to use?

72

How many steps do you want to run the LFSR?

5

What file would you like the output to be stored?

lfsr.out
For this sample run, the file lfsr.out would be created and have the following contents:

1
11010011

0
11101001

1
01110100

1
10111010

0
11011101

0
01101110

Extra Credit

If you would like some extra credit, after you ask the user for all of the information, also print out the length of the cycle for the inputted LFSR to the screen, in addition to creating the output file.
