CIS 3362 Homework #2: Crack DES

Assigned: 9/25/13
Due: 10/13/13
Groups: Please choose groups of four to work on this assignment

The goal will be to break the ciphertext given at the end of this assignment. A file with the same contents will also be posted on the course web site. In a week’s time, the first plaintext block will be given, so that you will have one week with matching plaintext and ciphertext information. (This block won’t “giveaway” the critical part of the message though, but can be used to verify if your guess for the key is correct.)

Protocol used to carry out DES

The original plaintext message was written using valid Radix-64 characters only. A list of these characters and their conversions to a 6-bit integer are given on page 613 of the textbook.

The original plaintext file contained exactly 10 Radix-64 characters per line. For each line, these characters were converted to their binary equivalent, yielding 60 bits. Then, four 0s were added to the end of this, creating 64 bits.

These 64 bits are the input to DES.

Then, the 64 output bits from DES were padded with two more 0s, creating a ciphertext of 66 bits. 

These 66 bits were then converted back to 11 Radix-64 characters. Thus, the given ciphertext file consists of 11 Radix-64 characters per line.
To help you with the assignment, an implementation of DES is provided. 

Key Restrictions

21 bits of the key are restricted as follows (note: the convention being used is that the key bits are labeled from k1 through k64 with the parity bits k8, k16, k24, k32, k40, k48, k56, and k64):

ki = k32+i for the following values of i: 1 – 7, 9 – 15, and 17 – 23.
What To Turn In (Over WebCourses)

Each group should make one submission. Namely, exactly one person from each group should submit the assignment. Each submission should contain the following:

1) All code used to help break the message.

2) A write-up explaining the process by which you tried to break the message, as well as a summary of the progress made, including the key and message, if found.
Ciphertext to Break
M/VoxOwzvb8

SnY5SaWFPbk

C7Es6xdaWUk

PIjr4403P2I

KuwBRrqhKuY

ywGKYfU6N70

c8ab++9uAFk

GRfdjp2JzHs

pK+CF/D4kaU

5HMUUjqhBdU

gvwLWODdl0A

tpkubVTRy+o

3YO3hL7mQ0c

k2qR+AGIbRI

PUvV2LALwyI

zkPdFHEYj8g

mwunDdaBElU

wXD749rOHTo

f84lkSd1Z60

NS8+7rEOQuA

+5RTwKs7VHY

zcpT52aRVaw

UXz7fcZG7Vk

9N++WZ+vSkE

WqOQEzVkGJU

rY8Nun0gelY

NHTnMf7Qjdc

A25claQauhc

M+wazONDlAU

3f6qBC7fqoo

r5zNjnQSnYg

v5zHIRoPnKE

oFRAKARhLi4

z9q7N8ttyvk

h1cZTAfSN4g

Q/BVUbq9ZEY

JZ2aQaX/AlM

oGVJI7k8gJQ

tPU2M8lGvx0

qaGxui1YUWE

QgeLnQVBzTk

jY8MulQbSqw

gwiTyfYqjjo

o3rt88iArdk

nH7vkhnMsWY

aY2rbdiP+Z8

