CIS 3362 Homework #3

Data Encryption Standard

Due: Wednesday, 9/30/09

Note: This is a group assignment. Each pair of students should turn in one write-up in class on the due date. Both students' names should clearly be at the top of the front page of the assignment. Students may also turn in the assignment by themselves if they do not wish to have a partner. Some Java programming is necessary on this assignment, so please pair up with someone who can work on that problem.

1) By hand, work out the encryption of a modified DES that uses only ONE round instead of 16 with the following key and plaintext (represented in HEX):

Plaintext: 0123456789ABCDEF

Key: 
    F1FDCBB997753413
2) The code that I have for implementing DES uses what is known as Electronic Codebook Mode (ECB), where each block is simply encrypted using the same key. The textbook describes Cipher Block Chaining (CBC) Mode. Edit my posted code so that it encrypts using CBC mode instead. Use the IV = 0000000000000000 (in HEX). For some extra credit, implement decryption as well, in this mode. 
Note: This posted program expects an input file which has 64 characters (all 0s or 1s) on each row followed by a newline and nothing else. Here is an example of the contents of an input file:

0000000100100011010001010110011110001001101010111100110111101111

0000000101010101101100000000000000000111010100111100110010111010

The key must be given in HEX (with the correct check bits).
