CIS 3362 Homework #2

Polyalphabetic Ciphers

Due: Monday, 9/21/09 

Note: This is a group assignment. Each pair of students should turn in one write-up in class on the due date. Both students' names should clearly be at the top of the front page of the assignment. Students may also turn in the assignment by themselves if they do not wish to have a partner.

Decode the following ciphertexts. Please use the the two tools that I have provided off the course webpage and any tools you may create yourself, and in your write-up, describe the steps you took and why you took them in decrypting the ciphertext. At the end of your description, reveal the full matching plaintext.

1) (Substitution)

ewlmsfmzzjowqlwhjnjyyojalmfjwhhedjwpmrcjxlhflrcjxlnjyyklfjpp

lwhflnlluhfmhhflqlzzmolplhmjyjwojhzlbmshyesmhjewjzclalmylpde

ccjofhwenmyyjsmwhlyyievjzhfmhhflrcjxlnjyylalwhvmyyiklkvcjlpz

eqlnflclewvsdzsmqrvzmwpmzievqjofhjqmojwlhflqlzzmolhfmhhlyyzi

evnflclhflrcjxljzlbmshyinjyyklhflfmcplzhhekclmufmcplchfmwhfj

zewljzhekclmu
2) (Vigenere)

yvsojgpyjfsvjpspwwgtneestrcyfnncddhboglwuvoufttnyslmcyfdnbutt

ectjgcyeiqqjfsguclpxofvjpspwgptteozshvxmeeejfghgavpdkckeietxo

gbnpwpkcffpfazqmoeqhlmjhwvtumdywhnuizyyvwldiasjfwlxewwpbcpobp

nfigxxhtwjwhbtelddhcnodpcxhogeayonadefmpyywhhgtpyfddxbrdetpsz

jnypwghhcefygfstlamwjhvbtelcssrbutspisgvsiaencbefcstktfxjnoph

vwygrlmqstkfnnskcfmiefygfstlamwjqwiiecntbgxrupyyzmfbnjajcdefh

lgjhfbfdeznadefmpyysbvsyaencbldhpxjghabtlcjsglfnetfzzrwirpssf

xdiasjfgholjetvooftsprpfhley
3) Determine the index of coincidence of all the letters in the first cipher and the second cipher. Explain why you got the values that you got.

4) Consider using brute force to break a Vigenere text. Assuming that you try all alphabetic strings of length 10 or fewer characters, and that it takes .015 milliseconds to try one key and determine whether or not that key was correct, how long would it take to cycle through all of the possible keys?

5) Answer question #4, but this time, only try 1 million known words as the possible keyword.

6) Based on your answers for #4 and #5, explain why some keys are stronger than others and what sort of criteria programs must use to determine a password’s “strength.”
