CIS 3362 Homework #1

Monoalphabetic Ciphers

Due: Friday, 9/7/2012
Note: This is a group assignment, except for the first question. Each pair of students should turn in one write-up over WebCourses by the designated due date and time. Both students' names should clearly be at the top of the front page of the assignment. Each supporting file and references should be turned in as well. Students may also turn in the assignment by themselves if they do not wish to have a partner.

1) (For In Class Quiz on 8/29/2012) Given that the encryption function for an affine cipher in a language with 62 alphabet characters is f(x) = (23x + 42) % 62, determine the corresponding decryption function. Please show all of your work.

2) Encrypt the following message below using the affine cipher function, f(x) = (9x + 20) % 26.

   SALLYWENTTOTHESTORETOSEETHEQUICKBROWNFOXJUMPOVERTHELAZYDOG
3) Consider a language with an alphabet size of 112. How many possible affine cipher keys could there be for this language?

4) You are attempting to break an affine cipher (in English). You believe that the ciphertext ‘Y’ maps to the plaintext letter ‘e’ and that the ciphertext ‘N’ maps to the plaintext ‘l’. Determine the decryption function used based on these two pieces of information.

5) Prove that composing two valid affine cipher functions produces another valid affine cipher function.

6) Write a program that allows the user to enter a and b for an affine cipher and determines how many times the function must be composed with itself to get back to the identity function. For example, if we have the encryption function f(x) = (5x + 4) mod 26, the answer is 3:

f(f(x)) = (5(5x + 4) + 4) = 25x + 20 + 4 = 25x + 24 (mod 26)


f(f(f(x))) = 5(25x + 24) + 4 = 125x + 120 + 4 = 125x + 124 = 21x + 20 (mod 26)


f(f(f(f(x)))) = 5(21x + 20) + 4 = 105x + 100 + 4 = 105x + 104 = x (mod 26)

7) For some extra credit, prove that the answer to question number six only depends on the value of a and not on the value of b. (Namely, for a given value of a, no matter what we set b to, we will always obtain the same answer. For example, based on the work above, we can conclude that the number of times f(x) = (5x + 23) mod 26 needs to be composed with itself to yield the identity function is 3.

Decode the following ciphertexts. Please use the tools that I have provided off the course webpage and any tools you may create yourself. In your write-up, describe the steps you took and why you took them in decrypting the ciphertext. After your description, reveal the plaintext.

8) (shift) 

whfighmcikwzzcphowbogczihwcbhchvwg
9) (affine)

lrkvetyraemgsykrtrmejpoxejsykyjfsxwzevxreexkjprepwjpvoefzenyggmlfeaxymaeg

10)  (substitution) 
kwtbklmfftdkzsmbqkysukwdhtzknnsqsgwlkbdsqoaiwzkzgvwdmeswkhswvzvovwdkowkhskmbvfvxkyskgmzemglszvgvwuvqqtwdvixdkukffzsnkgkwsftdkzszknnsqsgwbqkysonvqniwiqsmookxghsgwodvbsniffttvidmessgvixdnqspisgltzmwmkgwdkohsoomxswdmwtvilmglqmljkwciowwvdsfbtvimakwkukffbiwkgwdkohsoomxshtwuvnmevqkwsobvqwowsmhoudkldmqswdshkmhkzvfbdkgomgzwdsvqfmgzvhmxkltsokmhpikwsmfvtmfnmg

