CIS 3362 Homework #3: Crack DES
Assigned: 9/29/08

Due: 10/10/08

This is a group assignment for the whole class. The goal will be to determine the key used to encrypt a given plaintext and matching ciphertext. I will provide some basic (inefficient) Java code that carries out the encryption process for a block of code, given the plaintext and the key. To this, you will have to do the following:
(1) Modify the code so that it just encrypts the given plaintext block with different keys, and automates the process of iterating through possible keys based on the restrictions that are provided below. Also, you should modify the code so that it checks to see if the ciphertext produced matches the given ciphertext. If so, you win the challenge and should note down the winning key (with parity bits)!

(2) You may elect to streamline my code so it runs faster, so less computation time is necessary.

Key Restrictions
24 bits of the key are restricted as follows (note: the convention being used is that the key bits are labeled from k1 through k64 with the parity bits k8, k16, k24, k32, k40, k48, k56, and k64):

ki = k32+i for the following values of i: 1, 2, 3, 4, 5, 6, 9, 10, 11, 12, 13, 14, 17, 18, 19, 20,






  21, 22, 25, 26, 27, 28, 29 and 30.

What the Class has to turn in as a whole

I want one copy (from the whole class), of the common changes (that every group used) made to my code, along with explanations in English as to the overall strategy the class utilized to break up the keyspace. In addition, if the class is successful, this report should include the key written in 16 HEXADECIMAL characters (including the parity bits), as well as who was the lucky person to find this key.

What Each Group has to turn in

Each pair of students should turn in a page that explains the specific changes THEY had to make to test the keys they were supposed to test as well as the set of keys they successfully tested. The segment of code changed should be attached as well. Any other useful details that are specific to the group should be discussed also.

Given Plaintext

0000000100100011010001010110011110001001101010111100110111101111
In hex, this is 0123456789abcdef.

Matching Ciphertext

1000011000010001010111100111101111010011100111011101000110001000
In hex, this is 86115e7bd39dd188.
