CIS 3362 Homework #3: Crack DES

Assigned: 10/1/12
Due: 10/15/12
Groups: Please choose groups of four to work on this assignment

The goal will be to break the ciphertext given at the end of this assignment. A file with the same contents will also be posted on the course web site. In a week’s time, the first plaintext block will be given, so that you will have one week with matching plaintext and ciphertext information. (This block won’t “giveaway” the critical part of the message though, but can be used to verify if your guess for the key is correct.)

Protocol used to carry out DES

The original plaintext message was written using valid Radix-64 characters only. A list of these characters and their conversions to a 6-bit integer are given on page 613 of the textbook.

The original plaintext file contained exactly 10 Radix-64 characters per line. For each line, these characters were converted to their binary equivalent, yielding 60 bits. Then, four 0s were added to the end of this, creating 64 bits.

These 64 bits are the input to DES.

Then, the 64 output bits from DES were padded with two more 0s, creating a ciphertext of 66 bits. 

These 66 bits were then converted back to 11 Radix-64 characters. Thus, the given ciphertext file consists of 11 Radix-64 characters per line.
To help you with the assignment, an implementation of DES is provided. 

Key Restrictions

21 bits of the key are restricted as follows (note: the convention being used is that the key bits are labeled from k1 through k64 with the parity bits k8, k16, k24, k32, k40, k48, k56, and k64):

ki = k32+i for the following values of i: 1 – 7, 9 – 15, and 17 – 23.
What To Turn In (Over WebCourses)

Each group should make one submission. Namely, exactly one person from each group should submit the assignment. Each submission should contain the following:

1) All code used to help break the message.

2) A write-up explaining the process by which you tried to break the message, as well as a summary of the progress made, including the key and message, if found.
Ciphertext to Break
HR5nYD8xGrw

TL5Pb9Oo6B0

zcUIRc78Y4w

6qLWdFJ6VuM

DjurVV0mSMw

Ai1t6al7izc

81c2WSBWC2I

XlVB/3UVjU8

/A4FdSPF4J4

9V5TJ4sMhOo

EOlJblEIIkU

mniPBKLD01Y

A2V/xJBC2v0

T+1w5cEQZjY

KyfROqxwxmA

1QHw65/TqeU

n32E0xqg5ao

hAYHKfcIDMI

L+dIfJ7zgYc

2ygOLUkv7/E

5r+HDuCTvEg

Yl6fuFxqokY

+di32Ngwf84

Wlte5MUxuGU

Ls2EjxInIZ0

Bf35hTIMrAk

+LQYVvGDxc8

Ye376XRPoCc

zvYvo8OqHm4

nLtg1SE01mI

qBjdGm9teGM

rquUjKoyAL4

hZ2SVdp3rNg

supAS4pWkao

JNooMoN6jdg

xrdT7QPDQzg

CN4BC8SSfOo

fT3MmKvA1Ns

LDzuvvLbMMw

gJRZXrDPm5c

krO4AdwU56w

+Rskxk7joII

1oA/x/Ze+lQ

wBNH/FVOzBk

M2B/Y1cvLk8

Qz8H73SZ7e0

tv3E8yslrGw

u/IPnsmCA/w

H6gSKZGAs8I

oWLp3m8v9L8

M9Q+i9sM7UU

WqUcq1+mTic
